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Zewnetrzny system zarzgdzania kluczami

szyfrujgcymi dla pamieci masowych
na przyktadzie integracji z rozwigzaniami DELL
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co nas boli...

| Posiadamy kilka zestawéw macierzy dyskowych w i
swoich zasobach, zamierzamy kupi¢ lub wynajqé
kolejne.

| JesteSmy zobligowani do szyfrowania danych w i

spoczynku dla spetnienia wymogow zgodnosci.

| Musimy zapewnié wylgcznqg kontrole nad danymi
przechowywanymi w macierzach dyskowych ktére
wynajmujemy. I

| Wysoka dostepnosé danych przechowywanych w
pamieciach masowych jest kluczowa.

| Jezelito mozliwe chcemy dywersyfikowaé jakim
kluczem szyfrowany jest zaséb (wydzielony z pamieci
masowej).
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Rozwigzanie — CipherTrust Manager jako
wysokodostepny Server KMIP dla pamieci masowych
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Rozwiqzanie - przyktad

CMI

10.10.11.49

Klaster!

10.10.11.50

CryptoPanel

KMIP Server

KMIP Server

Unisphere management:
10.10.11.207

SP A
SPB

Unity 480F

) with 2 controllers (SP)
KMIP Client

Network Shares:
10.10.11.201\HRResources

10.10.11.201\Accounting
Efc..
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I Rozwiqzanie - CM w integraciji po KMIP. Dlaczego KMIP?

| Wykorzystujemy standard przemystowy - szeroki zakres
WS pé' d Zi a ' an i (0| Key Management Interoperability Protoca

wwwwwwww pedia, the free encyclopedia

The Key Management Interoperability Protocol (KMIP) is an extensible
° ° oo 4 .
Z ° 1. communication protocal that defines message formats for the manipulation of
efinicji: wysoka dostepnosc I T L
simplifying encryption key management. Keys may be ona and then
retrieved, possibly wrapped by other keys. Both sym:
re su| rted, i i

| Latwos¢ integraciji

| Mozliwosc realizacji HYOK w zasobach dzierzawionych lub
~chmurowych”

| Pozwala uzyskac zgodnos¢ z regulacjami dotyczgcymi
szyfrowania i kontroli dostepu i rotaciji kluczy,

| Certyfikowane integracje (np. CM2.x a Unisphere 5.1)
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I Jak to zrobi¢ (na przyktadzie DELL Unity)?

1. Loginto CM as admin to root domain

1. Check whether KMIP interface is enable and check authentication methods and
supported cipher-suites (consult Unity documentation)

2. Create client profile [user name isin CN]

3. Create new registration token based on above profile

4. Add new client (KMIP) use created registration profile and then:
5

Download client cert & private key. Using Openss| create PFX file (cert and
private key in one file protected by PWD) to be able to upload it to Unity.

6. Download Internal RootCA of CM
2. Go to Unity: Settings->Management->Encryption->Configure KMIP
1. provide IP of CM, port (default 5696), timeout.
2.  Username = admin ; password = <CM admin password>
3. Upload client cert (PFX) and CM Internal RootCA cert to Unity
4,

Enable KMIP. Unity connects and authenticates to CM, then create 1 symmetric
key and export it.

3. Done.

CryptoPanel



Go to Unity: Ready to configure KMIP

) CKMD0200900601 Unisphere X

& C A Niezabezpieczona

[l Certificate.pem ~

CryptoPanel

O CipherTrust Manager x | [ CipherTrust Manager

10.10.11.207/index.html#lcn=SYSTEM_PERFORMANCE

Setting

Software and Licenses

S, Users and Groups

e Management

Performance

® Encryption

% Storage Configuration

% support Configuration
Access

\ Alerts

Initial Configuration Wizard

x| + N

(21>

Manage Encryption

Mode: Controller Based Encryption
Status: Encrypted

KMIP Status: ~ Disabled

External Key Management

ure | Enable KMIP

Keystore

Backup Keystore File

Note: Data at Rest encryption is activated on the system. EMC recommends that you
retrieve and save the keystore file to an external location
Audit Log

Download AuditLog & CheckSum Download CheckSum

Close

1 Keypem ~ Cert.pem

Pokaz wszystkie




The username is taken from CN of
Client Certificate (in our case: admin )

I Unity: Add KMIP Sever (CM)

KMIP Configuration

Configure key management serveppeeferties 1 . o
T : / Provide CM admin password
sername: admi
Password: eveaeansd 7~ |
Port: 5696
Timeout (s): 10 —
Add IP of first CM (.49)
IP Addresses of the KMIP Server Cluster
10.10.11.49 Add
Remove

Note: First address is the primary KMIP server

Manage client certificates...

Manage Certificates

Cancel

SuUD SECU
A ENCRYPY]
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Unity: Manager Client Certificates

Ce

te Management

+-

Issued By Issued To Valid From
ificate Authority ecure Root CA0..  CN=KeySecure RootCAQ..  6/22/2021,2:52:23 PM
lient CN=KeySecu A0.  UID=adminCN=b5297b0 7/19/2021, 3114:35 PM

KMIP Configuration

Import Trusted Certificate

Configure key management server propertjfs

Wybierz plik | certificate. pfx

Passphrase:

Username:

Password

Port 5696

Timeout (s) 10

IP Addresses of the KMIP Senffr Cluster Certificate Management

10.10.11.49

= +- c

2items YW - & -

; = Type 1  Issued By Issued To Valid From Valid To
Certificate Authority CN=KeySecure ... ecure Root CA,0=Gemalto,L=Belcamp,ST=MD,C=US 6/22/2021,2:52:23 PM 6/20/2031, 2:52:23 PM
Client

CN=KeySecure ...

ID=admin,CN=admin,0U=Thales DIS Polska Sp. z 0.0.,0=Thales DIS P..
Note: First addregf is the primary KMIP server

7/21/2021,12:19:11 PM 7/21/2023,1219:11 PM

Manage Certificates

Calwce' -

Upload Internal Root CA of CM as well
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I Unity: Ready to enable KMIP

Settings (7 X ] ‘

Job Created 1 0%

E\Q Software and Licenses

0 Made: Controller Base;
 Users and Groups

Encrypted Job Properties 00

Ej Management Disabled Enable/Disable KMIP server

_ Overall status: = 0%
System Time and NTP

DNS Server Details

Unisphere Central Configure | Enable KMIP

Unisphere IPs
Remote Logging Keystore

Failback Policy Backup Keystore File
Performance MNote: Data at Rest encryption is activated on the system. EMC recommends that you
® Encryption retrieve and save the keystore file to an external location.

= Audit Log
-4 Storage Configuration

Download AuditLog & CheckSum Download CheckSum

ﬂ
EX support Configuration

Initial Configuration Wizard

Close ’T
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I Done. If all went well Unity creates keys in CM

Keys

da7fsadbzer”,
“renew_refresh_token”: false

}

10.10.11.207

~N

J

Name ~
v :
T "916ff3lef '47f92ab771! f
FIItErS @ Basic Raw “uri®: "kyloskylo:vault:keysiks-
9167f31ef69c40cb83b2747f9eab771966a73a30cf@6418c8dI2c
va",
— "name": "ks-
Types - q @ o Ju 2z.nd B B Create 916FF31eF60ca0CbE3b2747F8eab77196627 3a30cF6410cEdFO2:  admin ciphertrust
ypes ] 13:59:41 Key “size': 256,
b 1 “ownerId”: "local|481ed15d-89c8-4add-bfed-
£11d2c28669.
“algorith ",
(] Latest Version Only g
“objectType": "Symmetric Key™
}
Type: Symmetric Key \
Key Name Version Owner Modified Type Algorithm Size Links
- - 22 Jul 2021,
4 ks-916ff31ef69c40ch83b2747f92ab771966373a30cf... 0 local| admin 01-J59 Symmetric AES 256 e
. local | c1bf3735-bd79-4822-81bb- 22 Jul 2021, .
4 ks-cf23937380e4802acc53273e3f320452284ef41ac... 0 ! Symmetric AES 256 i
471aced84207 11:58
. 23 )un 2021, .
» Citrus-66703163-ff25-4c90-9871-d276ae8bccee 0 No owner 02_J54 Symmetric AES 256 e
3Keys 50perpage -
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Done. If all went well Unity encrypts drives

1] CKM00200900601_2021_07_21_09_01_00_0000000000000007_000000000000002C _full.log — Notatnik

Plik  Edycja

2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-87-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-87-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-15
2021-07-20
2021-07-20
2021-07-20
2021-07-20
2021-07-20
2021-07-20
2021-07-20@
2021-07-20

Format

116 00200000600000]
118 00200000000200
118 00200000000200
110 000000000000001
:52 00000000REAB0019
:52 002000000000001A
:52 0200000000000018
:52 000000000000001C
:52 000000000002001D
:52 002000000000001E
:52 002000000000001F
:52 0020000000000020
:52 0020000200000021
:52 0020000000000022
123 0020000000000025
:13 0020000200000026

Widok Pemec

191 002200200002000
106
H3
196
186
106
106

00000000000000QE
0000000000020071
000000000000002
0000000000000093
00000000000000 4

5

0000000000020027

112 0020000000000023
:11 0020000000000029
:15 002000000000002A
142 0020000000080028
151 092000000000002C

CryptoPanel

ADD_SLIC FCNMD200102048 SPB BE 1
ENCRYPTION_ENABLED FCNWS194900079

CREATE_RG_KEY 0BJ_ID 11 RG_ID 1084 POS @ DRIVE ZVNAGM701996
CREATE_RG_KEY 0BJ_ID 11 RG_ID 1004 POS 1 DRIVE ZVNABM702189
CREATE_RG_KEY 0B)_ID 11 RG_ID 1004 POS 2 DRIVE ZVNA@M702162
CREATE_RG_KEY 0BJ_ID 11 RG_ID 1004 POS 3 DRIVE ZVNABM702195

ENCRYPTION_ENABLED FCNWS194980079

ENCRYPTION_ACTIVATION_START FCNWS154900879
ENCRYPTION_ACTIVATION_COMPLETED FCNWS194900€79

0BJ_ID 11
0BJ_ID 11
0BJ_ID 11
0BJ_ID 11
0B_ID 11
0BJ_ID 11
0BJ_ID 11
0BJ_ID 11
0

RG_ENCRYPTION_COMPLETED
RG_ENCRYPTION_COMPLETED
RG_ENCRYPTION_COMPLETED
RG_ENCRYPTION_COMPLETED
RG_ENCRYPTION_FINALIZED
RG_ENCRYPTION_FINALIZED
RG_ENCRYPTION_FINALIZED

CREATE_RG_KEY 0BJ_ID
CREATE_RG_KEY 0BJ_ID
CREATE_RG_KEY 0BJ_ID
CREATE_RG_KEY OBJ_ID
CREATE_RG_KEY 0BJ_ID
CREATE_RG_KEY 0BJ_ID
CREATE_RG_KEY 0BJ_ID 106
CREATE_RG_KEY 0BJ_ID 106 RG_
KMIP_ENABLED FCNWS194900079
KMIP_DISABLED FCNWS194988079
BACKUP_START FCNWS194900079
BACKUP_COMPLETED FCNWS194900879
BACKUP_START FCNWS194900879
BACKUP_COMPLETED FCNWS194900079
KMIP_ENABLED FCNWS194900079
KMIP_DISABLED FCNWS1949@0079

106

2]
Q
Q
2]
RG_ID @
Q
e
%]
o

J

1084 POS @ DRIVE ZVNAGM701996
1084 POS 1 DRIVE ZVNAGM702189
1004 POS 2 DRIVE ZVNAGM702162
1004 POS 3 DRIVE ZVNAGM702195
1004 POS © DRIVE ZVNABM701996
1004 POS 1 DRIVE ZVNABM702189
1004 POS 2 DRIVE ZVNAGM702162
1004 POS 3 DRIVE ZVNABM702195

ZVNABM782235
DRIVE ZVNAGM701812
DRIVE ZVNA@M7@2013
DRIVE ZVNAGM782070
DRIVE ZVNAGM702230
DRIVE ZVNAGM702232
DRIVE ZVNA@M792162
DRIVE ZVNA@M782195
DRIVE ZVNA@M702189
DRIVE ZVNAGM781996
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Niestety... nie mozna przejsc do tej strony
Witryna 10.10.11.207 potrzebowata za duzo czasu na odpowiedz

Sprébuj wykonac:

What happens when key (KMIP Server) is not available for Unity Storage?

Storage ProcessorA (Pimany)

Status I Cannot retrieve encryption key from the external KMIP server configured on this Storage Processor (SP).
Mode: Service

Recommend

Action Please use svc_kmip command to change KMIP configuration or contact your service provider.
ACTIO

Enter Service Mode Entering Service Mode stops I/O on the SP so that service tasks can be safely performed.
Reboot
Reimage

Reset and Hold

Storage Processor B
Status I Cannot retrieve encryption key from the external KMIP server configured on this Storage Processor (SP).
Mode: Service

Recommended

Action Please use svc_kmip command to change KMIP configuration or contact your service provider.
ACTIO

If they the KMIP Server is not accessible then:

* Problem to access web Ul of Unity

« Unity Storage runs in Service Mode (Resources are not
availablel)

+ Toregain access to resources: make KMIP Server (and
key) available and restart Storage Processors (SPA &
SPB &). It fakes a while (up fo 20 min per each SP)

CryptoPanel



Adding second KMIP Server (CM) to Unity

KMIP Configuration (%]

Configure key management server properties

Username: admin
Password:  sesessnes
Port: 5606

Timeout (s): 10

IP Addresses of the KMIP Server Cluster

10.10.11.49 Add
10.10.11.50
Move Up
Remove

Mote: First address is the primary KMIP server

Manage Certificates = Verify Configuration

Cancel

Go to Unity: Settings->Management->Encryption-
>Configure KMIP
+ Click: ,,Configure KMIP" then:

* Add second CM (.50) as KMIP Server

» Put username = admin

« Put password = <CM admin password>

+Click OK

« Done
.
Configure key management server properties

Username: [admin}

Password:  seesseeene

Por This field is required

1gfl0.11.49 Add

Be sure that dialog is
filled up with proper
data for each node.
Don't belive in what is
prompted.

Note: First address is the primary KMIP server

Manage Certificates Verify Configuration o Configuration verified

Close

SUD SECUR
A ENCRYPY]
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I Conslusion

] CM 2.4 and Unity Storage 480F integration over KMIP is easy and
straightforward.

| Unity properly utilize CM cluster to obtain key.
| After enabling KMIP Sever on Unity - this resource becomes critical.

| Try to upgarde Unity to 5.1

CryptoPanel



A co z licencjonowaniem? #1

KMIP Server
CM] SP A
SPB
Potrzebujemy: Klaster Unity 480F
with 2 controllers (SP)

2x CipherTrust Manager ‘
2x CipherTrust Flex Ability KMIP Client

- - - -
CM2 1 4 -

KMIP Server

CipherTrust Flex Ability Connectors (KMIP) Network Shares:
CipherTrust Flex Ability,Perpetual 10.10.11.201\HRResources
CipherTrust Flex Ability,Term Based, Enhanced Support 10.10.11.201\Accounting
CipherTrust Flex Ability,Perpetual, Non-Prod Etc..

CipherTrust Flex Ability,Term Based, Enhanced Support, Non-Prod

ouD SECY
A ENCRYPT,
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I A co z licencjonowaniem? #2

KMIP Server

CMI

Potrzebujemy:
1x CipherTrust Manager
4x CipherTrust Flex Ability

SPA SPB(N/A) SPA

Pamiec

Pamie¢ masowa
masowa

MANAGEMENT
SUD SECUR
A ENCRYPT,
{N3Wz0yNY!
9 . 15Ny
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KMIP Server

A co z licencjonowaniem? #3

KMIP Server

CM2

CMI1
Klaster

Potrzebujemy:
2x CipherTrust Manger

4x CiperTrust Flex Ability

SP A SPB(N/A) SPA

Pamiec
masowa

Pamie¢ masowa

1010100

auD SECUH

A ENCRYPT]
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Nauczki, czyli lessons learned #1/2

| 1. Przed przystgpieniem do zabawy upewnij sie,

e macierz potrafi skorzystaé z zewnetrznego
serwera KMIP (licencje)

» Za darmo z nabyciem nowej DELL!

| Ustanowienie zaufania KMIP Server (CM) — KMIP
Client (macierz) oparte jest na certyfikatach.
Wszystkie certyfikaty kiedys wygasajg — badz
przygotowany! Wpisz do kalendarza alarmy, ...

=
|“© Software and Licenses
® License Information

Software Upgrades
Drive Firmware
Language Packs
System Limits

£ Users and Groups

Ej Management

=
43 Storage Configuration

"':), Suppart Configuration

Initial Configuration Wizard

License Management

1 License t | Version Issued Date  Expire Date
° Antivirus Server Integration 1 7/8/2021 Permanen it
Q CIFS/SMB Support 1 7/8/2021 Permanent
q Data at Rest Encryption 1 7/8/2021  germanen it
Q Data Reduction 1.0 7/8/2021 Permanent
° EMC Proactive Assist 1 7/8/2021 Permanent
Q@ Mc Storage Analytics (ESA) 1 7/8/2021 Permanent
0 Fibre Channel (FC) 1 7/8/2021 Permanent
€ Filel evel Retention Mananement 1 74812021 Parmanen t

License Description

Install License = Get License Online

Close

CryptoPanel
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Nauczki, czyli lessons learned #2/2

| Odebranie dostepu do klucza w KMS lub jego niedostepnos¢
powoduje niemozliwos¢ uruchomienia macierzy!

| Zapewnij backup KMS! Przeéwicz jego odtwarzanie! To teraz twdj
najwazniejszy zaséb ©

Storage ProcesgT Buirna s,

Status: L. Cannot retrieve encryption key from the external KMIP server configured on this Storage Processar (SP).

Mode: Service

Recommended

Action: Please use sve_kmip command to change KMIP configuration or contact your service provider.
Al .

Enter Service Mode Entering Service Mode stops I/0 on the SP so that service tasks can be safely performed.
Reboot

Reimage
Reset and Hold

Storage Processor B
Status: !, Cannot retrieve encryption key from the external KMIP server configured on this Storage Processar (SP).
Mode: Service

Recommended

Action: Please use sve_kmip command to change KMIP configuration or contact your service provider.
A M

CryptoPanel




I Tego nie znajdziecie w dokumentacji DELL-a

~When KMIP is disabled on Unity, the Encryption Key is deleted from the KMIP Server and
persisted in a secure file on the array.”

,...While KMIP is enabled Unity does a KMIP ‘heartbeat’ every 30 minutes. This consists of connecting to each configured KMIP
Server and retrieving the Encryption Key. If this fails for one or more KMIP Servers - e.g., cannot connect to the server, or the
key is not retrieved — Unity sends an alert to notify the user, so the issue can be resolved...”

Agree with .... kmip client logic is fuzzy..

So yes 2x should be more or scaling should be more.. but some kmip clients load balance horrible.. or some establish kmip

connections to all registered CMs at some point.. If kmip types are known you might be able to drill down into them a little for
more predictable scaling.

| -
=
2
§ 2
"2,.
<0
- M/



CryptoPanel =
eI

0;0

Looo}
8 - INawaoyNYN

A

L
" g,

L
Q0y " 05 ‘:
i 0
Loproo0?®

" NOILgANoNG VAYO

podsumowanie



podsumowanie

Primary DC

DELL Unity

DELL Unity
| ]

DELL Unity
E

(T

CipherTrust Manager Policies & Keys

Thales HSM

produkty dostepne w kanale partnerskim

R e—

DELL Unity
I

|M@é% E

o —

Policies & Keys

Secure High Availability
Connection

Thales HSM

Secondary DC
DELL Unity

DELL Unity

(TR

CipherTrust Manager

licencja dozywotnia lub subskrypcja CipherTrust Manager — 14,5k Euro netto

licencja demo do testéw CipherTrust Flex Ability (KMIP) — 450 Euro netto

zalecane uzycie urzgdzenia HSM

CryptoPanel
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