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co nas boli...

| Jestesmy firmq, kiéra opiekuje sie zasobami IT innych i
firm.

| Czes¢ zasoboéw naszych klientéw utrzymujemy w
naszych DC, a czes¢ ustug swiadczymy w DC klientéw

| Poszukujemy rozwiqzania ochrony szczegélnie i
wrazliwych plikow z punktu widzenia konfiguraciji i
utrzymania systemow:

» Pliki konfiguracyjne
Pliki PEM (certyfikaty, klucze prywatne, itp.) I
> Pliki INI (np. CyberArk dbparm.ini)
> linne
| Rozwiqzanie powinno pozwalaé na uwierzytelnianie (2 [

sktadnikowe) naszych administratoréw przy dostepie
do plikéw.

| Rozliczalnosé...
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Skoro wymienite$ CyberArk... ©

...to pokazmy co moze znajdowac sie w pliku konfiguracyjnym...



CyberArk & HSM —
Znana integracja

Security Issues

The security of the Vault relies heavily on the strength, protection. and
controlled accessibility of the keys.

Key strength and protection

If an unauthorized party guesses or compromises either the Server Key or the
Recovery Pnvate Key, they may be able to decrypt all the mformation that 1s
stored on the Vault server. or backed up elsewhere. Therefore, 1t 1s essential
to generate strong, hard-to-guess keys and protect them with controlled
access.

Server Key

RSA-204BI
Safe Key

RSA-204BI

EEEEE) Passwords

AES-256

Object Key




CyberArk & HSM — znana integracja

CyberArk Vault: Integration Guide

THALES LUNA HSM AND DPOD LUNA CLOUD HSM

* Na serwerze Vault zainstaluj Luna Client lub DPoD albo oba.

» Zmodyfikuj dbparm.ini i wskaz biblioteke PKCS#11, zakoduj httos:/ /ol thalesaroun.
hasto do slotu. com/resources/encrypt

ion/cyberark-luna-hsm-

integration-guide

X Administrator: Command Prompt

C:\Program Files (x8&)“\PrivateArk\Server>CAVaultManager.exe SecureSecretFiles -5
ecretType HSM /Secret alamakota

ITADB399I Using encryption algorithms: Advanced Encryption_Standard_(AES), 256 b
it ROA (2048 Bit). SHAZ-512 (Protocol Integrity). SHAZ-S12 (Files Intearity).
CAVLT1461 HSM secret was secured successfully.

C:\Program Files (x8&)\PrivateArk\Server>.

AllowNonStandardFWAddresses=[168.7.7.1],Yes,3389: cutbound/tcp,3389: inbound/tcp

“DyULI:
<:::: AllowNonStandardFlAddresses=[10.18.11.214],Yes,1792: inbound/tcp,1792: outbound/tcp
KCS11ProviderPath="C:\Program Files\Safelet)LunaClient\cryptoki.d11l"
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https://cpl.thalesgroup.com/resources/encryption/cyberark-luna-hsm-integration-guide

CyberArk & HSM — znana integracja

» Utwérz hasto (do slotu/partyciji)
* Bedzie przechowywane w dbparm.ini

BX Administrater: Command Prompt

File Edit Format View Help

HSMPinCdde=|

Uselegacy ormat=Yes
A18D64A19AA2B6513655B54498346584FDE0OEEAS1 72 FD2@DBACCSAL3D8390CA2461E3205987FEF79B995147BC26391

£

Windows (CRLF)

Ln 51, Col 12

100%




CyberArk - tak, Admin - nie, CTE4ASTA - tak

dbparm.ini Properties X

= O «

General Securty Details Previous Versions

P~F @ Object name:  C:\Program Files (x86)\Private Ak \Server\Conf\dbj

Message Group or user names

{5 ALL APPLICATION PACKAGES

{2.]ALL RESTRICTED APPLICATION PACKAGES
SR SYSTEM

Users (WINS20195\Users)

ange pemmissions, click Edit Edit

Save | t a 1 ermissions for Administrators Allow Deny
Full control

Modify

Read 8 execute

Read

Write

L O T T R O O R D I SR ST

This PC » Local Disk (C2) am Files (x86) » PrivateArk > Server

Task Manager PrivateArk » Name

File Options View Server dbparm.ini

Processes Performance Users Details Services Conf dbparm.i 04,2023 06:2 Special permissions

Database DBPARN le.ini 2.2 2

L o “ ' For special permissions or advanced settings.

Name Status Event Notification Engine Licensex 4 6 cl»ckpr’::dvmrf:ed.‘ el Advanced
_— Graphics licensexml. 6 .
APPSR PARagent.ini 6 jurat

Hardening

€ Microsoft Edge (4) | PARAGENT.samp! nfig

LDAP A5

v m Server Administration 3| passparm.ini

LogicContainer

Admin
,STA4ACTE”
z MFA

7B Server Central Administration passparm.ini.good

Logs assparm.sample.ini
Task Manager 2] passp P
Syslog tsparm.ini

Skytap tsparm.ini.good 14,2023 06:2 3

Windows Defender Vault.ini 12 ) nfigurat ett



Rozwigzanie to:

1. Zastosowanie CipherTrust Transparent Encryption (CTE) do
ochrony (zaszyfrowania plikdw) oraz

2. Dodanie MFA (wspieranego przez CTE) przy dostepie do tych
plikow

CryptoPanel



Rozwigzanie - propozycja

Program Files (x26)
Common Files

Internet Explorer

Microsoft
GuardPoint Microsoft. NET

PrivateArk Ad m i n
z MFA

Conf

1 dbpaem.ini - Notepsd

File Edit Format View Help
[mazn]

TasksCount=20
DateFormat=DD.MM.YY
TimeFormat=HH:MM:SS
ResidentDelay=10
BasePort=1858
LogRetention=7
LockTimeQut=38
DaysForAutoClear=38
EivsFor‘Pi(‘(ure;Dls‘(rthurlnn-Never‘

>

Windows [ Ln1, Col 1 100%

Database

Location is not available

Event Notification |
Access is denied.

Graphics
Hardening

@ C:\Program Files (x86)\PrivateArk\Server\Conf is not accessible.

X

LDAP

LogicContainer

Logs
Root

of trust Syden Admininistrator

Thales HSM

e
]
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Rozwigzanie — propozycja

a SafeNet Trusted Access
Applications @ (+) o )
G CTE_clico_JU_PM_PJ
= Q, search applications
& Configure & Assign
f#f THALES CipherTrust Manager = Azure Conditional Auth... ***
¢ Cannection Managsment CipherTrust Transparent Encryption Setup
ValidSTA
— o Lstest Connection Test B Azure Conditional Auth... °°* Configure your application with the information provided below. See Help Documentation ' for details.
No tested (]
eottists cuentip ©
Connectors 14171670-3240-40fc-aed 1-e1704c3ef32c IN
o F GENERAL
3 CM_clico Ju_PM_PJ  **° accessTvee @
o - == Confidential
L Keys 9
) Description CLIENT SECRET @
o v . @
O Marms e
e CTE_clico_JU_PM_PJ HORIZATION END POINT URL
= Records v Cpberinee (3 ps:/fidp.eu.safenetid.com/auth/realms/MLUVSV3RO5-STA/protocol/openid-connect/auth [l
L
B Qs & CONNECTION
8o Admin Settings v OIDC Provider
httpe/fidp eu ssfenetid com/auth/reaims/MLUVSVIROS-STA/ well-known/openid-configuration Policies tt 0 CTE M \
Applications
Decision
[l CTE Policy « -
ClentSecret New Policy Descriptor 8 All Users @
All 22 1 ] Your policy Granted
8 PRODUCTS Authentication methods
[= D Any of these Applications: e o
oTP
OWA access « -
s B owA scce eyt
=] CTE
e —

CryptoPanel




Rozwigzanie — propozycja

wins2019se

Live Data Transformation ®

Unlock Agent Lock System Lock

[v!  File Header Supported

v Communication Enabled

|»|  Registration Allowed

GuardPoints

Client Settings

Membership Challenge Response

Refresh GuardPoints

o 2 Total GuardPoints

0 0 Inactive

Protected Path » Q = : p

[ oSelected 2 Resutts | 2 GuardPaints &
Status

Policy Name 4 Protected Path

C:\Program Files (x86)\PrivateArik\Server

Multifactor Authentication

Password Creation Method: GENERATE . Client Profile
Details
Renerate Passwo Upgrade on Reboot
0 Disabled o 1 Active
Type SMB Connection  Efficient Storage Client Group Rekey Status Enabled
directory_auto N/A No N/A Yes
No

1 Unknown

/

1

\
LDT Progress

N/A

Profile4

Microsoft Windows Server 2016/2019/2022

NONE

Native Domain
root

|+ Create GuardPo .~r3

el

CryptoPanel




Rozwigzanie — propozycja

Policies

ProtectCArk Restrict Update: Learn Mode:

Security Rules Key Rules

0 Selected 3 results | 3 Security Rules

Order Resource Set User Set ProcessSet Action Effect
’ [l ! STAUsers all_ops permit,audit,applykey Yes e
' D £ armir read,f rd_secf r... permit,audit Yes .
’ O = all_ops deny,audit Yes e

CryptoPanel




Rozwigzanie — propozycja

&

File Edit Search View Encoding Language Settings indov
| &
.' v « al [ v 0 Search Server »r
Organize v New folder == °
Python 3.10 Lo Name ? Type Size
This PC Conf 22 File folder
J 3D Objects Database 21 File folder
Event Notification E q = 5 ]
I Desktop L i Location is not available X
Graphics d
Documents N
Hardening C:\Program Files (x86)\PrivateArk\Server\Conf is not accessible.
Downloads
LDAP
Music LogicContainer Access is denied.
Picture: Logs |
B Video Syslog
3 Drive (D7) [ CAVaultManager Application
= [ ChangeServerKeys pplication
== CD Drive (D:) v [%= dbmain
All types
Normal text file length: 0 lines: 1 Ln:1 Col:1 Pos:1 Windows (CRLF) UTF-8

Size

Conf
File folder

Date modified: 13.04.2023 06:22

CipherTrust Transparent Encryption
and Key Agent



ocal Disk (C:) » Program Files (x86) > PrivateArk > Server v d Search Server yel
" Name » Date modified Type Size A
Conf

13.04.2023 06:22 File folder

DaysForAutoClear=38
DavsForPicturesDistribution=Never h
CLICO : -

Database 2023 06:21 File folder
Event Notification Engine File folder
Graphics File folder
Hardening File folder
LDAP File folder
You have successfully authenticated, access to GuardPoint is enabled.
PN
SafeNet Trusted Access & - o/ A S R -,
Log In to access CTE_clico JU_PM_F) ° to disable access to the GuardPoint.
@ STAACTE
@ svivch User
]
. Approve the login request
Q that was sent to your Rtens
= MobilePASS+ authenticator. ; !
Sl — |
)| dbparm.ini - Notepad - a X
or File Edit Format View Help
[MAIN] ~ Status
l—‘] Enter a passcode TasksCount=20 Paccarcd.
é oind] o DateFormat=DD.MM.YY
’ ° — TimeFormat=HH:MM:5S Challenge...

ResidentDelay=10

View

LogRetention=7 Register Host

LockTimeQut=38

Multifactor Authentication

Windows ( Ln1,Col1 100%




Pozostat jeszcze maly szczegot: dbmain.exe

m Server Central Administration

Control View Administration

ITADB369| Server terminated.

% Settings

Profiles

|2

ITADB324S Unable to open parameters file dbparm.ini.

Profile40IDC

CLIENT LOGGING CONFIGURATION

CLIENT SYSLOG CONFIGURATION

QUALITY OF SERVICE CONFIGURATION

MULTIFACTOR AUTHENTICATION

Select OIDC Connection:

ValidSTA

Select MFA Exempted User Set:
noMFA

be exempred fromg,

@ The selected user setw

R enforcement. M

AFA will not be enforced on the use

rs of this set.




A jak to wyglada w logach?

18:26:46
2023-05-29

18:26:46

18:26:32

18:24:48
2023-05-29

18:23:27
2023-05-29

18:21:08
2023-05-29

STAACTE

MobilePASS

STAACTE

CTE4STA

Administrator

+ Success

1200261619 + Success

= Challenge

+ Success

Failure
Unknown user

Failure
Unknown user

CTE_clico_JU_PM_PJ
0IDC

=

Login from CTE_clico_JU_PM_PJ.

CTE Policy
N/A

OTP 185.64.245.50

Push OTP request from client IP 185.64.245.50 at US to resource CTE_clice_JU_PM_PJ at Clico Katowice 3.

CTE_clico_JU_PM_PJ
= 0IDC

. CTE_clico_JU_PM_PJ
"= 0IDC

. CTE_clico_JU_PM_PJ
“~ 0IDC

CTE Policy
N/A

N/A
N/A

N/A
N/A

OTP 185.64.245.50

185.64.245.50

185.64.245.50

|2_4

THALES



Proponowana architektura

- CTE Agent
with MFA
Primary DC
CyberArk PKI Server PostGreSQL
] |

PostGreSQL
| ]

T R .

CipherTrust Manager Policies &
'~\ Keys
~
~
'_ Root
oD o

trust
Thales HSM

Secondary DC

VDI MS SQL Linux
I I

Secure High
Availability
Connection

— PR T
Policies & CipherTrust Manager
Keys ’

4
Root Re

— [ 4
of trust
| p——
Thales HSM




-~Nauczki“, czyli lessons learned #1/1

|26

| Nie wszystkie systemy MFA OIDC sq sprawdzone pod kgtem kompatybilnosci

> Lista: hitps://thalesdocs.com/ctp/cte-con/cte/latest/user-manuals/win-adv/win-adv-getting/win-adv-2fa/win-adv-2fa-
providers/index.html

Thales will be continually adding new MFA providers to CipherTrust Transparent Encryption.
When the MFA providers pass compatibly testing, they will be added to this page.

| Wdrozenie CTE wymaga posiada wspieranego systemu operacyjnego na ktérym instalowany jest agent (on-
prem lub w chmurze)
> MacOS nie jest wspierany ©

> Matryca kompatybilnosci: https://thalesdocs.com/ctp/cte/cte-cm/index.html

| W budowie polityk (identyfikacji proceséw, uzytkownikéw, itp. ) nieoceniong pomocq jest typ Learn Mode.

> Uwaga: prace w trybie Learn Mode bez akcji ,,apply key"” — mozemy uszkodzi¢ zaszyfrowany plik.

) vorvmd.log - Notepad

File Edit Format View Help

ndows\\System32\\notepad.exe] Action[read_dir] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\] Effect[DENIED Code (1U,2R,3R)] ~
ndows\\System32\\notepad.exe] Action[read_dir] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\] Effect[DENIED Code (1U,2R,3R)]
ndows\\System32\\notepad.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\fo.1] Key[None] Effect[DENIED Code (1U,2R,3R)]
ndows\\System32\\notepad.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Key[None] Effect[DENIED Code (1U,2R,3R)]
ndows\\System32\\notepad.exe] Action[read_file_sec_attr] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Effect[DENIED Code (1U,2R,3R)]
ndows\\System32\\notepad.exe] Action[read_file_sec_attr] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Effect[DENIED Code (1U,2R,3R)]
ndows\\System32\\notepad.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\fo.1] Key[None] Effect[DENIED Code (1U,2R,3R)]

| Files\\Notepad++\\notepad++.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Key[None] Effect[DENIED Code (1R,2U,3R
| Files\\Notepad++\\notepad++.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Key[None] Effect[DENIED Code (1R,2U,3R
| Files\\Notepad++\\notepad++.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Key[None] Effect[DENIED Code (1R,2U,3R
i Files\\Notepad++\\notepad++.exe] Action[read_file_sec_attr] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Effect[DENIED Code (1R,2U,3R
| Files\\Notepad++\\notepad++.exe] Action[read_file_sec_attr] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Effect[DENIED Code (1R,2U,3R
m Files\\Notepad++\\notepad++.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Key[None] Effect[DENIED Code (1R,2U,3
| Files\\Notepad++\\notepad++.exe] Action[read_file] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\dbparm.ini] Key[None] Effect[DENIED Code (1R,2U,3R

| Files\\Notepad++\\notepad++.exe] Action[read_dir] Res[C:\\Program Files (x86)\\PrivateArk\\Server\\Conf\\] Effect[DENIED Code (1R,2U,3R)] T ,\
< >
I I ®

Windows (CRLF) Ln1, Col 1 100%

<



https://thalesdocs.com/ctp/cte-con/cte/latest/user-manuals/win-adv/win-adv-getting/win-adv-2fa/win-adv-2fa-providers/index.html
https://thalesdocs.com/ctp/cte/cte-cm/index.html

Tego raczej nie znajdziecie w dokumentacii.

| Czy moina sie ,wylogowac¢ z CTE i jak dtugo jestem ,zalogowany”?

MFA authentication remains as long as user remains logged in. A user can always explicitly logout

whenever intfended.
There is also a voradmin command fo set auto log out, specified in minutes. By default, it is 0, means no

auto logout.

voradmin mfa set-auth-expiry <time in minutes, specify 0 to disable expiry>

Only admin can run this command. Admin can check its value using following command
voradmin mfa config

It displays all MFA settings.

CryptoPanel
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podsumowanie



Podsumowanie i stowo o tym co do wyceny

CM jako ,,mdzg” systemu oraz wymagana ilos¢ licencji CTE

PostGreSQL SSLSrv

a - CTE Agent — —
with MFA E =
Primary DC Secondary DC
CyberArk PKI Server PostGreSGL VDI MS SQIL PostrgeSQL
= = E E =
R . a . P (-
CipherTrust Manager o= o #5icies & CipherTrust Manager
Keys Keys
HA
Wycena:
.

produkty dostepne w kanale partnerskim

. . . . . 2x CipherTrust Manager (16400 € netto / instancje)
licencja dozywotnia lub subskrypcja

licencja demo do testow! Nx CTE (5180 € netto / agenta)

. . Opcja LDT: Mx Add-on CTE-LDT - (1250 € / instancja CTE)
zalecane zastosowanie HSM jako RoT

CryptoPanel
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CryptoPanel #17 — badz pierwszy, odbierz voucher!

e Zapraszamy do testu wiedzy z tematu: ,,Ochrona wrazliwych plikow
(np. konfiguracyjnych) za pomocq szyfrowania ze wsparciem silnego
uwierzytelniania.”

* Uwaga: 5 najszybszych i poprawnych odpowiedzi nagradzamy

podwadjng wejsciowka do: o .
Multikino

* Przy wypetnianiu formularza prosimy poda¢ (aby moc zidentyfikowaé
uczestnika!):

* Imie i Nazwisko
* Adres e-mail

CryptoPanel



I Materiaty

] Oprogramowanie do pobrania lub wersja ewaluacyijna...
> W takim przypadku prosimy o kontakt z nami!

] Dokumentacja:
> CipherTrust Manger: https://www.thalesdocs.com/ctp/cm/latest/

» CTE: https://www.thalesdocs.com/ctp/cte-con/cte/latest/user-
manuals/index.html

» Matryca kompatybilnosci: https://www.thalesdocs.com/ctp/cte-
con/cte/latest/comp-matrix/index.html

> Wspierane platformy: https://thalesdocs.com/ctp/cte/cte-cm/index.ntml

3¢ CryptoPanel



https://www.thalesdocs.com/ctp/cm/latest/
https://www.thalesdocs.com/ctp/cte-con/cte/latest/user-manuals/index.html
https://www.thalesdocs.com/ctp/cte-con/cte/latest/comp-matrix/index.html
https://thalesdocs.com/ctp/cte/cte-cm/index.html

