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A moze lepiej zaszyfrowac backup danych? Jakg
strategie wybrac?
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dzi$ dyskutuja

Joanna Rzepka

Channel Sales Manager
Joanna.rzepka@thalesgroup.com
mob. +48 600 537 666
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Pre-sales Consultant
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co nas boli...

| Eksploatujemy wiele rozwiqgzan IT, dla ktérych i
mamy wdrozone rozwigzania backupu i
odtwarzania. |
| Jestesmy zobligowani do szyfrowania naszych
danych wrazliwych w spoczynku - zgodnosci z [
regulacjami. i

| Podsiadamy rozwigzania szyfrowania danych w
spoczynku. [

| Musimy przechowywa¢ dane przez wiele lat
(archiwum diugoterminowe)

| Posiadamy rozwigzanie komercyjne (Rubrik) do
wykonywania kopii zapasowych w systemie
VMware

| Ponadto, korzystamy z doraznych metod backupu
- np. mechanizm backupu w silniku MS SQL.
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Kilka oczywistych oczywistosci o backupie
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BACKUP aka , kopia zapasowa”

| Backup przed
» zapewnia ciggtosci dziatania
» to,,cos$innego” nizHA
» daje zgodnosci z przepisami i regulacjami

| Backup wiedy
» Kiedy ostatnio odtwarzates swoj backup?2 Czy wcigz mozesz to
zrobic?

| Backup i jako taki sam

Lata tiements

» Kazdy z nich: gtdwny, przyrostowy, tymczasowy, dtugoterminowy...

g
-
z2
)

2

» Kopia czy archiwum to tez backup i vice versa |

| Backup

MANAGEMEN|
auD SECUR
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Jak podejs¢ do backupu danych zaszyfrowanych
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BACKUP a szyfrowane dane

Dane
zaszyfrowane

Aplikacja ma
bezposredni

dostep do danych
niezaszyfrowanych

Dane

zaszyfrowane

Aplikacji nalezy
umozliwi¢ dostep
do danych
niezaszyfrowanych

s

Proces backupu uzyskuje Kompre'sjo,' Zaszyfrowanie repozytorium
dostep do danych deduplikacja, ,backupu” mechanizmem
niezaszyfrowanych sktadowanie natywnym lub zewnetrznym
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Proces backupu uzyskuje
dostep do sktadowanych
danych niezaszyfrowanych

Proces backupu uzyskuje K .
dostep do danych S
zaszyfrowanych sktadowanie ’
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Szyfrowanie vs kompresja i deduplikacja
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Szyfrowanie vs kompresja i deduplikacja
.y . As compression and
zyrrowanie . 0
ngdowcnew encryp’noq algorithms usually
Word 97/2003 produce high-entropy data,
-~ o: any file with an entropy

Mame Date modified ype Size -
e . ' + greater than 7.0 is likely
. A e - compressed, encrypted, or
g test_enc.zip 25.06.2024 09:18 zip Archive 43 KB packed (in the case of
test_enc.doc 25.06.2024 09:14 Microsoft Word 97... 57 KB executables).
12‘ ‘tES‘t.ZiP 25.06.2024 09:16 Zip Archive 10 KB https://aithub.com/merces/
test.doc 25.06.2024 09:13 Microsoft Word 97... 53 KB entropy
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https://github.com/merces/entropy
https://github.com/merces/entropy
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I Szyfrowany backupu w Rubrik

KMIP @h SQLSer\«Er

3
3)E

THALES e
-——_—_—_—_-> ‘.‘." . . . e AHV Hyper-V
THALES . ® &0
1| | HN
A= |8

h

| THALES

o KEK is utilized to encrypt DEK.
CipherTrust Manage: Encypted DEK stored alongside data

. : I DEK is utilized ;
e KEK is generated 3 to encrypt data v
[ Key Encryption KeJ Data Encryption Key Encypted
(KEWK) (DEK) Dat DEK
ata

To One-time use DEK is genarated

Rubrik

5. i THALES



Integracja z Rubrik RSC

hitps://thalesdocs.com/ctp/ig/rubrik/rubrik-cm/index.html

RSC Managed

Application Configuration
Key Rotation Status KMIP Settings vCenter St

gure Client Settings

Summary Guest OS Settings

System Configuration
Monitoring

Compliance

P Performance

Certificate Management

Cluster Settings

Manage Encry

e

External Key Manager Configuration

Ne

You must have either a signad client certificate or a elient password to configure a KMIP-compliant external key manager for your Network Throttling

Rubrik cluster. Notification Settin

@

1. If you need to import a signed client certificate, please Import Si

Access Management

2. If you have a signed client certificate or a client password, please Con

Snap:

Support
Management Pe

Support Bundle

ounts

|20



https://thalesdocs.com/ctp/ig/rubrik/rubrik-cm/index.html

Integracja z Rubrik RSC

Rubrik szyfruje zasdby klastra,

na ktérym sktaduje backupy. Q & Q @ i# Gobalomganzaton v @

Settings

Q Y Encryption Management
2% Quorum Authorization v [ CLUSTERS  J§ KMS SETTINGS

(3] snapshots v Q
B Data Sources v Status - Chusters A Rotation Status Last Key Rotation Cipher
@) Cloud Accounts v Enabled g hit-rubrik-cis
RBRTHL ablec Success 21,202 525
& Archival & Storage - ] “ Enabled Sofware KA 7 jan 2122026 R
Type v ﬁ rd01-p06 Disabled

@ Replication

B Rubrik-8-Clico-NFR Disabled

A  Integrations sy yps -
Eg} Users & Access v
@ Notifications v
® Security -

THALES
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Integracja z Rubrik RSC

Settings Q Cb 0 0]

Global Organization v @

Q ' > Encryption Management
23 Quorum Authorization w F\ CLUSTERS g KMS SETTINGS
Snapshots v L3 ADD KMIP SERVER Q
Data Source: S Rubrik Cluster - Server Address ~ Port Clusters
@) Cloud Accounts v hit-rubrik-cs v 10.10.11.233 5697 1
RBK-THL
&) Archival & Storage v Cluster Server Certificate
lico-NFR
@ Replication RBK-THL CM_Local CA

A Integrations

Settings Q (D 0 ®

Global Organization v @

Q ' - Encryption Management
23 Quorum Authorization v [E) CLUSTERS /B KMS SETTINGS
Snapshots v Rotation Status for RBK-THL Q
Data Sources oo Rotation Status for {clusterNa Node ID ~ Rotation Status Started On Key Type
o’) Cloud Accounts - U VRVWA421C7ECBO { Succeeded June 21, 2024 at 3:16PM KMIP
i
&) Archival & Storage - Queued
@ Replication 3

#  Integrations



@

@

Integracja z Rubrik - aktywnos¢ po stronie CM - eksport KEK-a

INFO

INFO

INFO

Jun 23rd 2024 -
13:43:29

Jun 23rd 2024 |
13:34:35

Jun 23rd 2024 -
13:34:06

Revoke Refresh

{
"id": "6@85944d-f21c-4c@5-b914-56cced91d832",

"user_id": "local|62bcfd59-4227-477f-b49d-@2a55e2bsb7a",
"username”: "RubrikSrve”,

Rubriksrvg ciphertrust wee
Token "client_id": "@aBff721-bad3-4e25-81df-4fedddb3alss”,
"connection": "local_account”
¥
{
"id": .
Export Key "668b2af6eb69417489258a87a80c571afc54a94d492b402a8bb2532243342687" Rubriksna ciphertrust 10.10.11.236 .
}
{
"label": [
"nae-auth"
1
"domain”: "",
"user_id": "local|62bcfd59-42e7-477F-b49d-82a55e2b8b78",
"username”: "RubrikSrve",
"client_id": "8a8ff721-bad3-4e25-81df-4fe6d8b3a158",
"domain_id": "",
"connection”: "local account”,
"grant_type": "user_impersonation”,
"auth_domain": ""
Create Token e . . N Rubriksrva ciphertrust 10.10.11.236 e
client_name": “"AutoClient-dbeg9327eddo74de",

"client_type": "confidential”,
"refresh_token_id": "ee85944d-f21c-4c@5-b914-56ccede1ds3z”,
"renew_refresh_token”: false,

"refresh_token_counts": {

"total": 1,
"labels": {
"nae-auth”: 1
Iy

"no_label": @
1

LES



Integracje z wykorzystaniem KMIP

CipherTrust Manager wspotpracuje z szerokg gamq srodowisk przechowywania danyc 1, chmur
i Srodowisk wirtualnych przy uzyciu protokotu interoperacyjnosci zarzgdzania kluczami (KMIP)

Tape Enterprise Enterprise Database Mainframe Virtual Cloud Backup &
Libraries Storage Servers Servers AS/400 Environments Saas$ Recovery
o~ DAL DELLEMC & MarkLogic £ vmware| aws
Hentes Packard B coneie PowerEdge e helpSystems — X
_—== . o
EEEE NUTANI>S Ebitglass :
aQ () s et ===7E g rubrik
¥EIEILI§E=DRG T NetApp i \N\ WEKA
- .INI-'INIDAT DATASTAX? preCISely @
Quantum. @ 18 Spoctrum Accelerate — . mongoDB. @ Hitachi Vantara
Hewlett Packard
Enterprise COMMVAULT
& CLOUDZRA (E53) o speceum viuates
@ TRM Spectrum Archive H ITACH' -
DATA SYSTEMS ORACLE v‘\ RAI L VE I2 ITI\S
T T T T T T g
KMIP| Server . J
| THALES |

|2_4

CipherTrust Manager

Key Management and Access Control Policies

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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Rozwigzanie:

MS SQL Serveri CTE

CryptoPanel



I MS SQL - Back Up/Restore

Mechanizm backupu musi mie¢ dostep do danych niezaszyfrowanych

|26

L7 IMHCIOSONE A4 SEIVET IMBNagEmEnt SUTIO (AGIMINISator) - O
File Edit View Tools Window Help

-0 B-u-URP BNy ARRAR| XA P -C- (B -

Execute

Object Explorer 3 x
Comect- § ¥ % T &
= B WINS2016S (SQL Server 15.0.2000.5 - saf
- Databases
# W System Databases
Database Snapshots
&3 ThalesShop (Single User)

i Saaty New Database... Take Offline
@ Wi Server Objed New Query Bring Online
§ W Replication | Script Database as Eooye Colrn:
5 W PolyBase
@ M Always On Tasks Data Discovery and Classification
+ Managemed Policies Shrink
¥ W Integration Farate
A SQL Server Back Up...
# [€] XEvent Profi Start PowerShell P
Azure Data Studio
Mirror...
Azure SQL Managed Instance fink Launch Database Mirroring Monitor...
Reports Ship Transaction Logs...
Rename Generate Scripts..
Delete Generate In-Memory OLTP Migration Checklists
Refresh Extract Data-tier Application...
Properties Deploy Database to Microsoft Azure SQL Database...

Detach...

Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application

select a page

# Media Options
# Backup Options

onnection

Server:
WINS2016S
Connection

Ready

LT Scipt ~ @ Hebp

oK Cancel

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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Backup bazy domysinie jest niezaszyfrowany

v + | Bach

« il

Share View

» ThisPC » LocalDisk (C:) > Program Files > Microsoft SQL Server > MSSQL15.MSSQLSERVER » MSSQL » Backup

A

o Quick access
B Desktop
& Downloads

|| ThalesShop.bak

| ThalesShop_LogBackup_2024-03-20_03-59-27.bak

Date modified

] 20.03.2024 03:57
20 403:59

] Documents *
= Pictures +
DATA
DATAEncrypted
install
LOT Labs

B8 This PC

Il Desktop

7| Documents

& Downloads

J Music

= Pictures

B Vvideos

‘im Local Disk (C:)
g Network

2 items 1 item selected 8,62 MB

v O
Type

BAK File

Search Backup

BAK File

Size

8835KB

85KB
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I CTE dla ochrony plikow baz danych i ich backupow

Windows Serwer
z SQL Server

THALES
THALES

CipherTrust Manager

E Guard Point [C:\ Folder]
- lgag

Szyfrujemy pliki backupu (E.g:
C:\...\*.bak)

THALES
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Polityka CTE, pozwala na dostep do zaszyfrowanego backupu

SQL LDT Restrict Update: Learn Mode:

ApplyKey effect for Deny rules.. Remove @

Security Rules Key Rules

+ Add Security Rule
0 Selected 5 results | 5 Security Rules -

Order Resource Set User et Processset Action Effect Browsing ¢

» 1 key_op permit,applykey No

» D 2 SQL_DBAdmin all_ops permit,audit,applykey Yes e
» D 3 SQLSERVR all_ops permit,audit,applykey Yes e
4 0 = Serv_Admin read,f_r permit,audit Yes e
» D 5 all_ops deny,audit Yes e

5 Security Rules 10 per page ~
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Dostep do pliku kontrolowany przez CTE

Share View

X

« Local Disk (C:) > Program Files > Microsoft SQL Server > MSSQL15.MSSQLSERVER > MSSQL > DATAEncrypted

Search DATAEncrypted
A~
Name Date modified Type Size

o Quick access
B Deskt [ ThalesShop.mdf 24 07:46 SQL Server Databa 8192KB
esktop R
(5! ThalesShop_log.ldf 19.03.20240| ) ThalesShop - Notepad

& Downloads

2 D ~ File Edit Format View Help

g Coouments L ettty A
3 1
File Edit Format View Help
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I Nauczki...

| Przed wdrozeniem upewnij sie¢ czy rozwigzanie backupu (tu:Rubrik) i CM
posiada odpowiedniq licencje i zasoby do wdrozenia szyfrowania.

! Rubrik (v9.1.x) w integracji KMIP nie obstuguje kluczy ECC, na razie tylko
RSA 2K+.

| Po udanej integracji Rubrik-CipherTrust zrotuj klucz!

| Zawsze sprawdzaj aktualng dokumentacje, podrecznik integracji moze
by¢ leciwy.

CryptoPanel




CryptoPanel
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I Architektura rozwigzania

3x Windows Serwer
z SQL Server

THALES
THALES

CipherTrust Manager

N
KMIP N

THALES
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I Podsumowanie, czyli co potrzeba... (ceny SRP, netto w €)

| 2xCM
| 3xCIE
| 1x KMIP

| ...jako abonament na rok z opiekaq:

2x Virtual CipherTrust Manager k170v,Term Based, Enhanced Support 6 520,00 976-000012-001-000

1x CipherTrust Flex Ability,Term Based, Enhanced Support 171,00 976-000010-001-000

3x CipherTrust Flex Connector - Basic, Term Based, Enhanced support 1700,00 976-000002-001-000
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CryptoPanel
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CryptoPanel

A teraz quiz
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