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Jak wykorzystac¢ podwadjne szyfrowanie (DKE) do
ochrony danych osobowych, kluczowych
dokumentéw firmowych oraz informac;ji R
finansowych przechowywanych w zasobach

ustugodawcy chmurowego.
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edycja #7

And Microsoft For All.
Bezpieczenstwo danych w Microsoft365 to przede
wszystkimich szyfrowanie.
Poprawna implementacja Double Key Encryption
\ (DKE) - przyklad strategii Hold Your Own Key
"3 (HYOK).
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I co nas boli...

| Nasz jednostka korzystamy szeroko z |
rozwigzan firmy Microsoft:

2> Microsoft 365
> Azure, EntralD, ... I

| Dzialamy na rynku silnie regulowanym
(RODO, NIS2, itp) |

| Przetwarzamy wiele dokumentow Office z
czego ok. 5% dokumentéw jest poufnych
a 10% wrazliwych. Dla obu chcemy |
zapewni¢ poufnosé podczas
przechowywaniu, przesyltu i uzycia.

| Rozwazamy vuzycie podwdjnego szyfrowania |
w M365.
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I Microsoft Double Key Encryption

DKE to odpowiedz MS na
zapotrzebowanie na HYOK w
Azure. Dziata tylko z wybranymi
aplikacjami Office.

DKE to inne szyfrowanie
dokumentoéw niz to wbudowane
w aplikacje Office

Encrypt Document ? >

Encrypt the contents of this file

Password:

[

Caution: If you lose or fo) € password, it cannot
be recove - of
passwore ument names
in a safe place,

{Rememb gt e b itive.)

[ oc QN

Podwdjne szyfrowanie kluczy (DKE)

Ochrona DKE zapewnia dodatkowe zabezpieczenia zawartosci przy uzyciu dwéch kluczy: jeden utworzony i
przechowywany przez firme Microsoft na platformie Azure, a drugi utworzony i przechowywany lokalnie przez
klienta.

DKE wymaga, aby oba klucze miaty dostep do chronionej zawartosci, zapewniajac, ze firma Microsoft i inne

podmioty trzecie nigdy nie maja dostepu do chronionych danych samodrzielnie.

Magazyn DKE mozna wdrozy¢ w chmurze lub lokalnie, zapewniajac petna elastycznos¢ lokalizacji przechowywania.

Uzyj DKE, gdy organizacja:

» Chce mie¢ pewnosé, ze tylko oni moga odszyfrowad chroniona zawartos¢ we wszystkich okolicznosciach.

» Nie chcesz, aby firma Microsoft miata dostep do chronionych danych samodzielnie.

» Ma wymagania prawne dotyczace przechowywania kluczy w granicach geograficznych. W przypadku DKE
klucze przechowywane przez klienta sa przechowywane w centrum danych klienta.

(© Uwaga

DKE jest podobna do skrzynki zabezpieczajacej, ktéra wymaga zaréwno klucza bankowego, jak i klucza klienta
w celu uzyskania dostepu. Ochrona DKE wymaga zarowno klucza przechowywanego przez firme Microsoft, jak

i klucza przechowywanego przez klienta w celu odszyfrowania chronionej zawartosci.

Aby uzyska¢ wiecej informadji, zobacz Podwajne szyfrowanie klucza w dokumentagji platformy Microsoft 365.

irédto: https://learn.microsoft.com/pl-pl/azure/information-protection/plan-implement-tenant-key

CryptoPanel



https://learn.microsoft.com/pl-pl/azure/information-protection/plan-implement-tenant-key

Kiedy zdecydowac sie na DKE?

When your organization should adopt DKE

DKE isn't for every organization, nor for all of your data. Let's say a typical organizational data landscape has the
following structure:

* Nonsensitive data (about 80% of data): Most of an organization’s data falls into this category. There are no
issues or concerns with moving this data to the cloud today. Moving such data to the cloud can be beneficial

and the organization can use the security built into the cloud.

* Sensitive (about 15% of data): Sensitive data needs to be protected. The organization expects the cloud
service provider to provide security while enhancing productivity for this category of data so that they can
meet compliance regulations. You want to ensure this data is labeled correctly using Microsoft Purview

Information Protection and is protected with access control and retention and audit policies.

* Highly sensitive (about 5% of data): This set is the organization’s crown jewels and needs to be heavily
guarded. The organization doesn't want anyone to have access to such data. This category of data can also
have regulatory requirements to have the keys in the same geographical region as the data. The keys might
also need to be under the organization's strict custody. This content has the highest classification in your
organization ("Top Secret") and access is restricted to just a few people. Highly sensitive data is what malicious

users are after. Loss of this data can damage the organization's reputation and break trust with their

customers. Irédto:
hitps://learn.microsoft.
As mentioned, Double Key Encryption is intended for your most sensitive data that is subject to the strictest com/en-
protection requirements. You should do due diligence in identifying the right data to cover with this solution before us/purview/double-
you deploy. In some cases, you might need to narrow your scope and use other solutions. For example, for most of key-encryption

THALES
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https://learn.microsoft.com/en-us/purview/double-key-encryption
https://learn.microsoft.com/en-us/purview/double-key-encryption
https://learn.microsoft.com/en-us/purview/double-key-encryption
https://learn.microsoft.com/en-us/purview/double-key-encryption

I ...l jeszcze jedno. To dziata.

requirements. Also, these solutions enable you to use the most powerful Microsoft 365 services; services that you

can't use with DKE encrypted content. For example:

Mail flow rules including anti-malware and spam that require visibility into the attachment
Microsoft Delve

eDiscovery

Content search and indexing

Office Web Apps including coauthoring functionality

Copilot

THALES

THALES GROUP LIMITED DISTRIBUTION - SCOPE




Jak dziata podwojne szyfrowanie (DKE) w M365

@ Your key in Azure Key Vault

@ Your key in the Double Key
Encryption service

o T

Microsoft Information Double Key Encryption
Protection service service

e n

i o Krok 1: Boofstrapping
! (uwierzytelnienie, pobranie
: certyfikatu uzytkownika,...)

METADATA |

Krok 2: Pobranie i buforowanie
klucza publicznego Azure Rights
Management

Krok 3: Zgdanie klucza publicznego
DKE

Krok 4: Pobieranie i buforowanie
klucza DKE

Krok 5: Ochrona dokumentu za
pomocq klucza DKE

Krok 6: Ochrona dokumentu za
pomocq klucza Azure

=

Microsoft Office client



I Podsumujmy do czego jest DKE

Chroni dane dwoma kluczami. Aby uzyskac
dostep do zawartosci, musisz posiadac oba
klucze: klucz konfrolowany przez klienta i
klucz klienta w Microsoft Azure

/wiekszona ochrona bardzo
12 Brak dostepu dostawcy. Poniewaz jeden
WI'CIZlIWYCh ddﬂYCh W CelU klucz jest zawsze pod Twojg kontrolg,

Spe’mienia prze pISéW [ Microsoft nigdy nie ma dostepu do Twoich
danych

wymagan zgodnosci

Spdjne srodowisko uzytkownika.
Ujednolicone srodowisko etykietowania w
catym repozytorium danych, zaréwno dla
administratorow i uzytkownikow

Iﬁ THALES GROUP LIMITED DISTRIBUTION - SCOPE T H I.\ L E S



Rozwigzanie:

Wsparcie DKE z Thales
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DKE Service z Thales, czy moze wdrozy¢ go samodzielnie?

|20

| Mozna wdrozy¢ ustuge Key Broker
samodazielnie

| Microsoft udostepnia dziatajgcy

Double Key Encryption
service

(#23) .

przyktad

» GitHub: https://github.com/Azure-
Samples/DoubleKeyEncryptionService

» Wideo poradnik:
https://www.youtube.com/watch2v=vDWfHN kygg

| No, niby wszystko jest, ale...

» Jak przechowywane i zabezpieczone sq klucze
do ochrony twoich wrazliwych danych?

> Jak realizowana jest wysoka dostepnose,
skalowanie, backup/odtwarzanie?

» Kto bedzie odpowiadat za utrzymanie i wsparcie
rozwigzania?

src/customer-key-stare
.gitignore
CODE_OF_CONDUCT.md
LICENSE

README.md

D OO R

SECURITY.md

= READMEmd

page_type  languages products

sample

csharp dotnet

Content updates for review for GA (#23)
Initial commit
Initial commit
Initial commit
Content updates for review for GA (#23)

Content updates for review for GA (#23)

description

Key store for Double Key Encryption

c5aBc6e on 24 Sep 2020 {9 16 commits

16 months ago
2 years ago
2 years ago
2 years ago
16 months ago

16 months ago

urlFragment

Source code repository for the Double Key Encryption
(DKE) service for Microsoft 365

Use this repository to download the DKE service. Once you download, install, and set up the DKE service, you keep
your keys under your control. This way, your keys are never exposed to Microsoft. Follow the instructions at

https://aka.ms/dke to get started.

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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https://github.com/Azure-Samples/DoubleKeyEncryptionService
https://github.com/Azure-Samples/DoubleKeyEncryptionService
https://www.youtube.com/watch?v=vDWfHN_kygg

Dotychczas byto: Luna Key Broker for Microsoft DKE
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_________________

—————————————————

Luna Key Broker for
1 Microsoft DKE

_________________

AD)

CF Customer's Key In Azure

________________

Rights Access
o N Enforcement
~,

___________________

Azure RMS with new
MIP DKE option

_______________

Thales Luna HSM: Key Generation &
Storage for DKE

Customer Environment
On-Premises or Private Cloud

BYOK

Microsoft Azure

THALES GROUP LIMITED DISTRIBUTION - SCOPE

Customer’s Key in Double Key
Encryption (DKE) Service

ml Vicrosoft
Hll Azure
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Od dzis jest takze: CCKM for Microsoft DKE

CF Customer's Key In Azure

________________

| [ |
| ]
=
]
e}
17
[e]
p=]
w
(o))
(V]

———————————————————————— Rights Access
Enforcement

A ’ a \
@ Microsoft 365 | ¢,
| . | Azure RMS with new
LELELLLLY MIP DKE option

o=@o-~ OO\ Q. (P?

| THALES o

CipherTrust Manager with .
CCKM Microsoft Azure

Customer Environment
On-Premises or Public/Private Cloud

|2
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Customer’s Key in Double Key
Encryption (DKE) Service

ml Vicrosoft
Hll Azure
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THALES Cloud Key Manager O ® ~» § petr &,
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ENDPOINTS

Name » Q

Microsoft DKE

Name Key URI Status KEK Name ion  Algorithm Creation Date LastModified @

https://dke.uklab.net:1792/... 1§ o Enabled

RSA_DECRYPT_OAEP_2048_SHA256 24 Jun 2024,

w

05 Sep 202...

1Endpoint 10 perpage ~

Tenant ID Authorization Method %/ Creation Date Last Modified Description
Developer-Tenant 5d6dc374-7c9e-430d-ba0d-ddepfa5f0e3 1l Email 24 Jun 2024, 11:09 05 Sep 2024, 10:11 Develope... "
petr@nant No2 P34e2471 o Email 04 Sep 2024, 16:59 04 Sep 2024, 16:59 €2066€f1-... oA
Petr Tenant No2
g6-3555f3dbd76b 1N Email 04 Sep 2024, 11:13 04 Sep 2024, 11:15 Petr Tena... 0

3Tenants 10 perpage ~



Edit sensitivity label
@ Label details
T Scope
]

Items

Access control

Content marking

O—0o—=8

Auto-labeling for files and emails

Groups & sites

@]
(O Schematized data assets (preview)
(O Finish

User access to content expires @

‘ Never

Allow offline access O

‘ Always s ‘
Assign permissions to specific users and groups * (0
Assign permissions
7 items

Users and groups Permissions
ThalesCEES@vysoke.onmicrosoft.com Co-Authar
allcompany@vysoke.onmicrosoft.com Co-Author
demo@vysoke.onmicrosoft.com Co-Author
petri@vysoke.onmicrosoft.com Co-Author
reader@vysoke.onmicrosoft.com [} Co-Author
vysoke.onmicrosoft.com Co-Author

writer@vysoke.onmicrosoft.com

[ ] Use dynamic watermarking @

. Use Double Key Encryption (D

Edit

R S | R (N R

Delete

=

https://dke.uklab.net:1792/api/v1/cckmy/microsoft/dke-data-plane/endpoints/2838fdad-c90c-4f91-88a3-294 36b 7fd682 /keys /Dev-DKE-Endpoint-Key




Fle  Home Inset Design  Layout  References  Maiings  Review  View  Help &l
g5 I U Al
v @ ox, X
Paste E U~ x fv Paragraph | Sensitivity | Stodes | Editing | Dictate | Editor Reuse
- F|A- LA A KA ~ v - = Files
Clipboard & Font £l Sensitivity | Styles ™ “oice Editor |Reuse Files
@ PICSENSITIVE PK_sensitive
& PR sensitive # PKsensitive | Druhy Label Zobraz | [
DBV Petr
DEMD SEMSITIVE INFO
Petr Kunstat:
&
B
%?/Q

B Signintoyourad
« > CO
Apps @ BE

ps://vy o petr_vysoke_onmicro:

ft_com/_layouts/15/Doc.aspx?sourcedoc=%7B359887C5-DF69-4187-A0F1-7BD2

Microsoft Word

Samy, Word can't open this document in a browser
0 because it's protected by Information Rights
ew this p
itin the desktop version of Microsoft Word,

Your feedback helps Microsoft improve Word. Give
feedback to Microsoft

[Edit m Desktop 2pp |

Microsoft Word

Sorry, this document is protected by Information Rights
Management (IRM) and Dcu&e Key Encryption (DKE), s0 Word
can'topen it in a browser.

To view this file please open itin the desktop version of
Migrosoft Word.

Your feedback helps Microsoft improve Word. Give feedback to
Microsoft

]

nsitive Druhy Label Zobraz |

sion ? X
rently authenticated to view this document

alesdke.nnmicrosoft.com

PK_sensitive - PK_sensitive

You have the following permissions:

Wiew: Yes
Edit: No
Copy: Mo
Print; Mo
Save: Mo
Export: Mo
Access the document programmatically: Yes
Full cantrol: No
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I O czym warto pamietac lub nie znajdziecie w dokumentacji #1/1

| Do jakich URLi odwotuje sie aplikacja Office kontaktujqgc sie z DKE Service?

» Sqgto:

- https://<host>/<pubkey>
- https://<host>/<pubkey>/<ID>/decrypt

| Czy kazdy uzytkownik Office/Microsoft 365 moze korzysta¢ z DKE?
» Double Key Encryption for Microsoft 365 comes with Office 365 E5 or Microsoft 365 ES.
| Czym rdzni sie DKE od HYOK?

» Double Key Encryption encrypts your data with two keys. Your encryption key is in your control and the
second key is stored in Microsoft Azure, allowing you to move your encrypted data to the cloud. HYOK
protects your content with only one key and the key is always on premises.

Microsoft DKH consumes one CCKM license (cloud unit) per endpoint. ®ne CCKM
DKE endpoint can be used to create one or more labels across one or more Azure
tenants.

| Aktywacja DKE w CCKM?

| Czy dokumenty zabezpieczone DKE mogqg by¢ udostepniane zewnetrznie?
» Tak! Pod kilkoma warunkami...

THALES

|2_7 THALES GROUP LIMITED DISTRIBUTION - SCOPE



Udostepnianie dokumentow zabezpieczonych DKE w grupie firm?

Customer’s Key in Double Key
Encryption (DKE) Service

, ’\ Customer2 Environment (O==Customer’s Key In Azure
AQYGZ On-Premises or Private Cloud O=

| [ |
| ]
=
5
[*]
w
o]
p=
w
o))
(V]

_________________

| THALES

CipherTrust Manager with
CCKM

Customer1 Environment
On-Premises or Public/Private Cloud

|25

~.
S
~
~
~.

iummm S

r il=. Microsoft 365 ‘I
E | Buitinlabeling ‘,: " Data Encryption Rules }
_______ . PA 4 i Rights Access i
,, N Enforcement !

ey STt .

@ Microsoft 365 ! ¢, a

! : | Azure RMS with new
CL L LA L L L LY MIP DKE option

_______________

OO Lo @

Azure Key Vault

Microsoft Azure
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Czy mozna chroni¢ zasoby Azure za pomocqg DEK? Nie, ale...

Bring Your Own Encryption

B B e B

KMIP
laa$
File-level Apptl)igﬁjﬂon e ion Enterprise Key
Encryption B e fion Mgmt.
% N PRy
\\ k I /‘ - -~
N, \ 1 V4 4 \
\s\ N I J ]
\s\ AN : 4 CSP1 )
. . R 2 .
Klucze i polityki So N b - 7 N-
Root 4 : g — N
of 2 - ST TNLCsP2
trust -~ - a !
-

TUAI = g ,/ CSP3  \----~

\ /

_ Key clovd - [ Ll > ___._ y
<4----9 T H ﬁ Broker Key
for DKE Manager
Luna HSM .
CipherTrust Manager
|3O
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Problem i propozycja rozwigzania

2x CipherTrust Manager z CCKM
(subskrypcja Cloud Unit)

e S BT Microsoft 365 !

1
E :i TILIlL \
THALES
Mlcrosoff Office Client | X \ m

________________

'“:! B Microsoft 365 | \\ LB > ? esteraxtuna?
E Py 5\ = e
:'\ Microsoft Office Cl|enf :
________________________ N
AN
________________________ \\ \\\
ke § B8 Microsoft 365 "% onfigurac a B
r |Gﬂ"@ﬁﬂﬂ..\ AN ‘\ = |guCcKz'\;:\z '
E L, Microsoft Office Client ! \‘\\ \¥ X
e ’ T ml \icrosoft
Sie¢ lokalna Subskrypcia > Ml Azure
lun chmura Azgre
prywatna -

.“ Microsoft 365
ui ' TELLLLY
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I Czego potrzebujemy aby zaoferowac DKE w integracji z CCKM:

| DKE tatwo wdrozy¢ z uzyciem CCKM
| Dla wymagajgcych:

» Mozliwos¢ wdrozenia klastra HA/LB oraz

» Kopia kluczy DKE na wypadek DR

BOM:
| produkiy dostepne w kanale I 2x CipherTrust Manager - 2x 7k €
partnerskim | 1x Cloud Unit - 13k €
| licencja dozywotnia lub subskrypcija | Opcjonalnie:
| licencja ewaluacyjna do testéw (na > 2xLuna A700 - 2x 18k €
90dni) > 1x Luna Backup HSM B700 — 1x 6k €

CryptoPanel
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Podsumowanie

| DKE to rozwigzanie wprowadzone w M3é5 dla zapewnienia poufnosé

szczegolnie wrazliwych danych (dokumentow) EE’
> Chroni dane w spoczynku, przesyle i uzyciu SDE‘:::?:': Key Encryption

| Dzieki wdrozeniu DKE Service we wiasnych zasobach, dane nigdy nie sqw
postaci jawnej dostepne na platformie Azure,

| Thales CCKM pozwala tatwo ustanowi¢ DKE Service i chroni¢ klucze

requirements. Also, these solutions enable you to use the most powerful Microsoft 365 services; services that you

can't use with DKE encrypted content. For example:

» Wdrozenie klaster wysokiej dostepnosci

« Mail flow rules including anti-malware and spam that require visibility attachme
* Microsoft Delve

Wiele kluczy dla réznych grup uzytkownikdw (tenantow)

« Office Web Apps including coauthoring functionality

* Copilot

Wiele etykiet wrazliwosci, kazda z wtasnym kluczem
Rotowanie kluczy (rollover) =
Backup/odtwarzanie materiatu

Zawiadywanie kluczami (BYOK) w Azure KeyVault z tej samej konsoli

VvV V V V V V

CryptoPanel
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A teraz quiz z upominkami
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