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Dyskusje poprowadza: Mateusz Pasciak i Artur Holeczek - . =L =

Mateusz Pasciak

Pre-sales Engineer

mateusz.pasciak@clico.pl
mob. +48 605 445 593
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¥ Nasze wyzwanie (czyli czelendze )

| Potrzeba spojnego monitorowania istniejgcych baz I
danych | wykrywania nowych

I Nie widzimy co uzytkownicy | admini baz danych )
wiasciwie robig na tych danych

] Potrzeba szybkiego udostepniania nowych funkcji I
dla klientow (technologia nie moze by¢ hamulcem
biznesu) a istnieje problem z raportami dot.

Compliance czy tez zarzadzaniem alertami w SOC |

2 zajmuje to za duzo czasu

| Z perspekiywy architektury problemem jest |
skalowanie. W srodowisku jest 500 baz danych o
bardzo duzej réoznorodnos¢ silnikow np.

> MSSQL, Oracle, Snowflake, MongoDB, AWS RDS DynamoDB

> Do tego ulokowane one sg zardbwno w on-prem czy jak I
wida¢ w chmurach AWS, ale tez jest Azure

CryptoPanel
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¥ Czym jest wtasciwie DSF - Data Security Fabric?

(- )
DATA SECURITY

FABRIC

| Krotkie wprowadzenie:

» DSF to tak naprawde robigca wrazenie fajna
nazwa koncepcji, ktéra nie wyraza konkretnych
systemow jak WAF, DAM, HSM itd., z czego to

wynika<e

J
> Pod spodem DSF kryjq sie tak naprawde 3 inne N
temy, ktor tgczone w catosé tworzg [ | @
systemy, ktére potgczone w catosé¢ tworzg to co i [-]
NAzywdad Sl@ DSF: DATABASE  FILE USER
THALES

- DAM od Database Activity Monitoring czyli klasyczne podejscie firmy Impervy do zbierania audytu
z baz danych w sposob agentowy (zewnetrzny soft na silniku bazy danych) zazwyczaj w on-prem

- DSF HUB historycznie |[Sonar potem Sonar... realizujgcy podobne zatozenia co DAM czyli zbieranie
logow audytowych z naszych baz ale w sposdb bezagentowy a wiec mowa o natywnym
audycie, szczegolne zastosowanie to bazy w chmurze np. bedgce ustugqg zarzgdzang do ktore;

agenta nie da sie dostawic

- DRA czyli Data Risk Analytics realizujgcy m.in. zaawansowane funkcjonalnosci UEBA (identyfikacja
zachowan uzytkownikow), po to aby powiedzieC czy ktos nie narusza bezpieczenstwa danych.

2 THALES
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Databases Audit Collection Central Management
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I Ochrona dla roznych zrodet i typow danych

Structured, semi-structured, and unstructured

[~ I z Z3 2
- ® . A A @ rosreSOL e )
= o o MySQL a :
A Azure e iz T % S Alibaba Cloud
| g Google Cloud ™ & il
MariaDB \?SQL Azure ) Symagoe 1 MysQL SQL Server BigQuery MBS&" PestgreSOL
i : : amazon amazon amazon 0ss \A
amazon PosigreSQOL Mgs:ﬁ\lf S '-\. ATHENA REDSHIFT DynamoDB
aWS RDS §, ORACLE ﬁnazon WSa e MaxCompute
-7 —_ MariaDR urora SN aws
DBaas$ & laa$ _— KSwar oATASASE ' PostgreSQL Ef@o"“a“‘"“‘ EMR — Glue ® mongoDB
= \‘/' '
ORACLE . ) IBM Cloud
CLOUD
. ~ b fl k - E . . l-)li - 8o —wy - red‘ : ‘ :_,--';
Big Data Scsnowfloke | |@"MarkLogic || # mongoDB. || teradata. CLOUDZRA || kinstica ||Z redis =
Attige: cassandra | yugabyteDB
On-premises W s 2= CORACLE B SYBASE | | PosteSQL JNeodq| ETHANA E.
P MgySQL l SQL Server ] ‘ CockroachDB Couchbase PERCONA
Wind Network 6 zz
Unstructured Network File Shares l';ri?:ss(SMB) '. @ . w @ w
| | Google Drive for Workspace OneDrive ‘ s3 | AzureBlob Saas Flle Stores

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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DRA - Data Risk Analytics

DRA can be the home page for data security in your SOC

f N
SOC Actionable Insights a
. . %
i Insights based upon the synthesis of user /\\U
g 2 . - UARASEA A
' _ L behaviors. application & APl access AN
E Proactive Remediation patterns, and data source context .
NG - J
1
1
E (" paa ) e
P e
: Estate » - - y - ™ -
v 0 T / \ M Service Account Abuse
9| € : ( o )
N > P - ) o8 . _
D V:'.p?\ E o e ‘\ //-/*t Gr()up = Suspicious Application Data Access
O \l g \\ \ ) :
E o ’0' R S \\‘u P urpose- built / \\ / M Extensive Database or File Access
1 \\ ] »
: W Analytics
: aWS, >0- e TS\ Y M Suspicious Dynamic SQL Activity
; = TR Prioritize
¥ > 0 ----- AR B Data Access Outside of Working Hours
) | A Azure R v S — _
( o ] T4 6 ,o ______ Ce22” \ ™ Excessive Failed Logins by User
o / 7
] I//,
S ent : Google Cloud »@---- -’ 4 [ Interpret & M Excessive Failled Logins by App Server
: o [ranslate
: oA : : = ‘ : " 4 R
: ;‘ob( snowflake ’0 e 1 U”SU‘)C‘)[VlS(‘,"(J |€(Jr”|ng /\\ M Excessive Multiple Database Access
1 - e b ‘) Sk ,
’ fransforms raw activity -
b Jo S R Y N ™ Suspicious SQL Commands
(g:ff ) teradata »©O--- data info valuable Reduce
. o » / - - . P H
1 o | = o information — withoul Noise M System Table Access
| # mongoDB Q- the need for a DBA
JINSTR Raw Events
U g & J
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Kategorie incydentow w DRA

4 Hours update intervals

» Active Attack on Database - Audit Tampering

~ Active Attack on Database - Command Execution

» Active Attack on Database - Credentials Extraction

~ Active Attack on Database - Data Exfiltration

~ Active Attack on Database - Database Weaponization
» Active Attack on Database - Malware Deployment

» Active Attack on Database - OS File Read

~ Active Attack on Database - Privilege Escalation

» Active Attack on Database - Ransomware

» ...and more

THALES GROUP LIMITED DISTRIBUTION - SCOPE

24 Hours interval update

~» Database Access at Non-standard Time

» Database Service Account Abuse

» Excessive Database Record Access

» Excessive Failed Logins

» Excessive Failed Logins from Application Server
» Excessive Multiple Database Access

» Machine Takeover

» Suspicious Application Data Access

» Suspicious Database Command Execution
~ Suspicious Dynamic SQL Activity

» Suspicious OS Command Execution

» Suspicious Sensitive System Tables Scan

» ...and more

THALES
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Przykiad uzycia DRA w praktyce

65 Suspicious Application Data Access OUi’-Of-fhe-bOX, eXfenSib|e mOdeIS fOI'I

Event Time: Nac3, 2018 5:53:30 PM | Status: Open | ID: 1310 ( EXPORT INCIDENT ) ( CLOSE INCIDENT ) ( CREATE WHITELIST RULE )

= Suspicious Data Change

RELATED ISSUES (1)

Interactive (non-application) user 'nat'wian' directly accessed application table data on the W H O ? = S U S piCiO US DO TO AC CeSS

database on "10.51.45.154 . Suspicious Application Data Access

Learn how to investigate thmt\ Interactive (non-application) user "nate.civian’ directly accessed application table data on th... = S U S piCiO US C O n n eCTiO ns
Comment .
=  Super Users and Verb Categories

/% What influenced the severity of this incident W H AT? - Service ACCOU n.l. A buse

The tables accessed seem to hold applicative and/or sensitive
data

4 .l Significant influence

= Suspicious Grants
4l Moderadteinfluence . . .
' _— = Suspicious Account Creation

The user has accessed an excessive number of records 4 4l Minor influenc

The user has used a service account to access the database

= Suspicious Data Unload

Server Details — WHERE? = Suspicious Command Usage / Injection
@ .’,,__,Z;;Zif;;——'jfmg = Suspicious Character Usage

evcusamers / S / = SQL Injection

Teradata Server =  Machine Takeover Propagation

Client Details

Host: Mot Available

| ' IP Address: 10.10.20.70
__) Source Application: microsoft office 20
nate.civian

Engineering - Ul
Junior Ul Developer

v Show details

=  Machine Takeover Breakout Attempt

Incident Details Typical Behavior

=  Brute Force Login Attacks

=  Nonstandard Login Times

@ 3 applicative tables (‘contract’, ‘customer’, 'asset’ ) Operations
accessed on this DB server performed on this DB server

= Nonstandard Access Times

DB OPERATIONS (4) EI Get Full DB Operations Info

jo
. — o TABLE/STORED B oo TOAL = Excessive SQL Error against Sensitive Objects
DB NAME DB USER SCHEMA T CONTENT TYPE OPERATION QUERIES ;;J_C-._J“Fﬁ.g
db_gen109 SWC_EEen dbo contract table | sensitive App. Content | select 148 315,432 = ExceSSIVe DOTG MOd Iflcahons
db_gen10% sve_gen dho customer table | sensitive App. Content | select 50 93,541 - Excessive DO-I-G EX-I-rUSion
db_gen109 SWC_EEn dbo asset table Application Content select 130 25,614 . .
- =  Excessive Connections
db_gen109 SWC_EEn dbo employes table Sensitive Content | select 1 35,716

n And more..

7 THALES
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Kolejny przykiad DRA

Security Events > Incidents

95 | Excessive Multiple Database Access

» The user attempted to
access 29 different DBs
over a short period of time.

Event Time: May 4, 2015 12:00:00 PM | Status: Open | ID: 1203 EXPORT INCIDENT

RELATED ISSUES (1)
Interactive (non-application) user 'john.heidorn’ attempted to access an abnormaly high number of

different databases (29 databases) over a short period of time (2 hours and 45 minutes). Excessive Multiple Database Access

Interactive (non-application) user 'john.heidorn' attempted to access an abnormaly high numbe...
Learn how to investigate this type of incident

Comment

Vv What influenced the severity of this incident > PI’iO ritize Wh at matte rS
the most.

Client Details Server Details
- Host: win7x-john.h-desk Jser Endpoint 7":_- DB User: john.heidorn Personal Account
IP Address: 10.10.32.41 o '_': DB Name: master
\ T Source microsoft sql server ... | Interactive Toc e . . .
Information Téchnology Application: Aultiple IPs (D) > I nte rp ret secu rlty INCI d e nt
Contractor MsSql Servers

in plain language.

v Show details

Incident Details Typical Behavior

(s 2 9 Different databases (10.51.45.118, 10.51.45.116, 10.51.45.120...)
‘ attempted access

s THALES

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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Incident Details Typical Behavior

TYPICAL DAILY DB RECORD ACCESS

In comparison to the 1,178,000 records accessed in this event

TYPE NAME

DAILY AVERAGE

RECORDS/DAY

DAILY'S 90TH PERCENTILE

(RECORDS/DAY) (2)

User john.heidomn 9,000 14,000
Department it 10,000 15,000
Organization 15,615 23,049
Source Details Destination Details
- john. heidorn (Information Technology) Oracle
Contractor
Host: win7x-john.h-desk Dest IP: 10.10.194.32
IP Address: 10.10.32.41 DB User: hydra
Source Application: aqua_data_studio DB Name: dnaweb
Incident Details Typical Behavior
Records Operations

© 1,178,00

accessed from 2 tables

performed on this DB server

THALES GROUP LIMITED DISTRIBUTION - SCOPE




Security Events > Incidents

SRR -5 | Active Attack on Database - Audit Tampering

.
Event Time: Jul 28, 2022 2:3%:05 P\ | Status: Open 1Dz 2730 A Close incident Create Allow List

The database has been actively attacked. The attacker attempted to truncate, drop or delete sudic
data stored in the audit tables "AUDSYS. AUDSUNIFIED” or "SYS.AUDS™, and mas: probably still has

access to the databasa and may continus to exacute various attacks,
Learn how to investigate this type of incident
Comment
v What influenced the severity of this incident

Source Details Destination Details

mariam harrls (Information Technology)

Oracle
Manager
Host: win/-harris.m Host: SecResOraciel OLinuxl
IP Address: 10.10.32.41 Dest IP; 10.100.184 18
Source Application: datagrip DB User cystem

DB Name: orel

Incident Details

SQL commands that triggered the attack:
Timestame -.\,'u-:l Yy

1-30712:39:05+0000 - 0 wruncate table sys.auds

T4 4 TATELN NS L . & e e L N o 3
2021-11-30T12:39:05+0000 - runcate table avdsys.audSunified

-~ S SATE N AN AAAN
2021-11-30712:39:05+0000

"

- £ drop tabie sys.au

A

2021-11-30712:35:05+0000 - 3 drop table audsysavdiunfied



Wzbogacanie danych i redukcja szumu na przyktadzie integracji ze Splunk

splunk App: Search & Reporting

Search Pivot Reports Alerts Dashboards

Reduce Splunk costs without

2 New Search compromising access to the data or
index=ncpu the user experience
R i D B A Queries can be run in Splunk without having to
Events (8,241) Patterns Statistics Visualization |ndeX the data
Format Timeline » — Zoom Out Keep the raW data |n jSOHar and paSS
- summary/aggregated data
The user experience is as if it's in Splunk

List ~ Format 20 Per Page v

< Hide Fields := All Fields i | Time Event

> 2/1116 {[-1]
Selected Fields e (A A ACTIONABLE/ENRICHED EVENTS _
a host 1 Hour: 17 Imperva

a source 1 Rule Description: Violation Sample /f;
Server_IP: 9.70.147.188 ‘% Sonar

a sourcetype 1 Server_Type: ORACLE

_id: { [+]
Interesting Fields }
a Client_IP 10 _timestamp: 1454284800 ACCESS TO ANY DATA OVER VIRTUAL INDEX
count: 3036
# count 100+ egl: create table scl_tblO_tdu (FIRSTNAME VARCHAR(35),LAS
# date_hour 1 VARCHAR(25) ,MASTERCARD VARCHAR(20),ADDDATE DATE, CARDBALANCE METADATA
# date_mday 2 eg?: drop table scl_tbl5_woh

}

i date_minute 1
Show as raw text

g date_month 1
host = localhost:27117 | source = Imrm_sonarg/NC_PV_CUBE & sourcetyp

» 2111186 { [-]

# date_second 1

a date_wday 2

rantnsmonn *chant e 7010710 SQL transformed with

i date_zone 1 Hour: 20 a imperva Data Security g
Rule_D iption: Violati S 1 . sme . .

a DB_User_Name 100+ SErEErii;flg. ]J:EI?IM.*'??SS 1on sample SQL Collection -.:rlg Fabric analytlcs

a egl 100+ Sarver Twvne: ORACLE o

User: Column: AccountNbr
Type: Human Content Type:
Source: 42.24.1.3 Operation:

SELECT * FROM Accounts

WHERE AccountNbr LIKE
%1234%% Dest: Master DB Queries: 50
Type: Table Records:

Table/SP: Behavior:

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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8 Przykiad budowy raportu
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Cos$ na wynos...

1. https://www.imperva.com/products/plans/

2.Data Secure Plan

a) Data Secure Base Plan (includes 8 servers), Annual Enhanced Subscription USD 96390

b) Add 92 to 491 servers to Data Secure Base Plan (per server), Annual Enhanced Subscription USD 6237

3.Rozwinieciem Data Secure jest Data 360.

a) Data 360 Base Plan (includes 8 servers), Annual Enhanced Subscription USD 125307
b) Add 1 to 6 servers to Data 360 Base Plan (per server), Annual Enhanced Subscription USD 11794
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