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16 CZERWIEC 10:00

APl sa wszedzie. Jak wdrozyc¢

kompleksowa ochrone wszystkich B— 1 5 4SS : |
° ° ° ” -— Sy : Y (v “ 5 S . f .o | | ;"‘; '.‘é;:.-". 4t ) -_ . :
Twoich interfejsow API? SERTRINNIEE S | e i (Y e s AR
e . i V20 R SR
Dyskusje poprowadza: Artur Holeczek, Bartosz Chmielewski - > FaE : ° ..'Ul:u'n
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Nasze wyzwanie (czyli co i jak chcemy osiggnac)

| Publikujemy obecnie dziesigtki tysiecy API. Nie | Jak zbudowac petng widocznosc?
mamy nad nimi takiej kontroli jakbySsmy . o -
chcieli. | Jak zabezpieczy¢ sie przed naduzyciami?
] Interfejsy sq publikowane przez réine zespoly i | Jak zarzadzac ryzykiem w kontekscie API?

w roznych miejscach (on-prem, cloud). | Czy WAF mi wystarczy?

| Uzywane sqg rézne narzedzia, ktore nie sq ze

sobq polgczone | Jak odciqgc¢ nieautoryzowanych klientow?

| Niektore interfejsy APl sq krytyczne i
bezposrednio poditgczone do krytycznych baz
danych.

| Nie mamy ochrony przed atakami typu
business-logic jak BOLA.
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Oto obecny obraz sytuaciji

* APl sg silnie rozproszone w chmurze, K8s, serverless i systemach legacy

e Wtasnosc jest zdecentralizowana — kazdy zespot sam tworzy | udostepnia API

e Wiele punktow wejscia: APl Gateways, service mesh i wywotania bezposrednie
e Rozrost API jest powszechny: duplikaty, zapomniane i ukryte API

*Brak jednego zrédta prawdy dla wszystkich APl iich uzycia

e Nadzor jest niespojny: auth, limity | wersjonowanie zalezg od zespotu

e Widocznosc¢ bezpieczenstwa jest rozproszona miedzy narzedziami i sSrodowiskami

THALES



Obecnie mam APl Gateways oraz APl Management
Czy to wystarczy?

APl Gateways and APl Management only control known and registered APIs

They enforce rules, policies, and traffic controls, not real-world usage behavior

They have limited visibility into shadow, unmanaged, or forgotien APIs

Security is based on declared configuration, not actual runtime reality

Result: blind spots remain in modern distributed APl environments

THALE

Building a future we can

all trust



APl Gateways vs APl Management vs APl Security

Feature APl Gateway APl Management Imperva APl Security
Request routing L2 Core 1. indirect X

Authentication (JWT/OAuth validation) | E2 A policy setup A detects abuse/anomalies
Rate limiting / throttling V] 1. configuration I detects/stops abuse

APl lifecycle (design, versioning,

deprecation) X 4 Core X

Developer portal & onboarding X L. Core X

APl discovery (incl. shadow APIs) L limited 1. partial L4 Strong

Business logic attack detection (e.g.,

BOLA, Excessive Data Exposure, etc.) X X & Core

Bot & automated abuse detection X X L Core

Data exfiltration / sensitive data

detection X X L4 Core

Threat Intelligence and Technical

Attack Prevention X X & Core

Observability & analytics 1. basic logs L4 strong dashboards L4 security-focused analytics

THALES

we can all trust
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Najistotniejsze zagrozenia...

Business Logic
1. Broken Object Level Authorization
3. Broken Object Property Level Auth

5. Broken Functional Level Auth

Bot/Automated
Attacks

4. Unrestricted Resource Consumption

6. Unrestricted Access to
Sensitive Business Flows

API Specific

2. Broken Authentication
8. Security Misconfiguration
9. Improper Inventory Management

Web Request/
Response Related

/. Server-side Request Forgery

10. Unsafe Consumption of APIs

OWASP API
Security Top 10

Unlike OWASP Web Security Top
10, most of the API Security Top
10 threats are caused by attacks
targeting specific APIs exposing
victim application’s business
logic vulnerabilities.

Bad actors use bots to scan
and identify vulnerable APIs.

Successful attacks are automated
and persistent, with well formatted
API| calls that evades detections of
conventional security monitors.

L e VAN ™ 3 —

CYBERSECURITY 5
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Jak wyglada atak BOLA? | schema protection |

Reconnaissance API Gateway | | API Service

Analyze API call structure using test
accounts to collect valid tokens

Broken Object Level Authorization (BOLA)
attack

Use test user session to access other users
data

POST https://...com//api/vl/get user details ..

authorization: Bearer eyJhbGciOiJIUzUxMiJ9 I eyJhbGeiOiJIUZUxXMiJ9 I

. :
SARPTTY 1
}

Return Datfa e

About User
“11111”

POST https://...com//api/vl/get user details ..

authorization: Bearer eyJhbGciOiJIUzUxMiJ9 I eyJhbGciOiJIUZUXMiJ9 I a

{ .
% 1
Id: “11112”
}
Return Dafa Q

About User
“11112"7

THALES
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Kiedy Schema Protection POWINNA by¢ uzywana

WHERE SCHEMA PROTECTION FITS THE RIGHT APPROACH: REAL-TIME API SECURITY

Ideal for ® Not ideal for: 0 Real-Time Discovery
Continuously idenftify new, changed and
shadow APIs
a Stable produc’rion APIs 0 Rgpid|y Chqnging APIs

o Behavioral Protection

Detect BOLA, auth abuse, token misuse,
data scraping, anomalies & more

® @ o Risk-Based Prioritization

Focus on exploitable & business crifical
risks first

e Admin / privileged APIs 0 \

Large microservice
environments

)

1
&
1
1
[}

a High assurance 9 Shadow / unknown APIs

enforcement use cases

° Legacy APIs with

predictable behavior

Business Logic Abuse

° Selective Schema Enforcement

Apply schema conftrols only where they
create high value

THALES

CYBERSECURITY
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Co sprawia, ze problem zabezpieczania API jest jeszcze wiekszy?

» Sztuczna inteligencja w niepowotanych rekach (boty,
wyrafinowane schematy atakow)

» Srodowisko rozproszone/hybrydowe (=ztozono$¢)

- Rozne zespoly i zestawy narzedzi wykorzystywane do tworzenia i
publikowania interfejsow API

 Dynamika

THALES
Building a future we can all trust
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Sprobuj zapytac samego siebie...

« Czy wiem, ile interfejsow APl mam obecnie?
» Ktore z nich sg najwazniejsze?

» Czy zastosowatem wobec nich wszystkie niezbedne srodki
bezpieczenstwa?

« Czy obowigzuje w odniesieniu do nich proces zarzadzania
bezpieczenstwem?

THALES

Building a future we can all trust
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Jak zatem skutecznie chronic moje interfejsy APl przed zagrozeniami?

OWASP API Security Top 10

Flexible Deployment: Do not slowdown Dev/DevOps

....... e (20 20 0 2D

A2 Broken Authentication

A4 Lack of Resource & Rate Limiting

DDoS Protection }

Bad Bots . = Advanced Bot Protection
(for All/Risky Endpoints)
Credential Abuse *[ ;R Account Takeover Protection J

Known Pattern R x J

Security Misconfiguration

Injection

Improper Asset Management

e WAF (cloud and on-premises)
Attacks .

Insufficient Logging and
Monitoring

THALES

we can all trust




Podstawowe funkcje systemu API Security

* Redaltime API Discovery
- Data Classification

* APl Risks Discovery

APl Risk prevention*®

« Schema enforcement*

* Depends on deployment type

THALES
Building a future we can all trust



Model operacyjny API Security

@ 0 0. . @

Discover & Classify Identify Vulnerabilities Prioritize Risks Risk Mitigation Optimize
Discover and classif Understand Risk Exposure. . T
y APIs by Find and assess AP Prioritize risks based on P g , Automate workflows and
criticality, ownership, nerabilit impact and likelihood and KPls, and scale what works. policy enforcement to
sensitivity, and business N S define targeted mitigation continuously improve and
function. MIEGRMIENEUETS, e actions. scale security.

abuse risks.

0 SECURE APIS. REDUCE RISK. DRIVE BUSINESS FORWARD.
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Deployment options
Cloud WAF Integrated

Client-side DDoS Protection Advanced Bot
Protection Protection

API Security :

— = =y,

SaasS-based service managed through
Imperva Cloud Console

Anywhere

[ ]
Controller *
[ X J

Imperva WAF Sniffing Elastic WAF Third-party
Gateway Sensors (Roadmap) API Gateways

Customer-deployed and managed in the
Imperva Cloud Console or Self-managed Local Console

Supported Integrations
- WAF Gateway

+ Kong

« MuleSoft
« Apigee
 NGINX

« F5 (HSL)

Sensor Options

K8s sidecar sensor
Runtime sensor
OS Sensor

SPAN Sensor

Console Options
« SaasS Console
« Standalone Console

THALES

we can all trust



APl Security Anywhere Architecture.

Imperva WAF GW Protected Apps APl Security Controller (public or private cloud)

;ﬁ Imperva WAF Gateway Cg:’%g §§g
(o] o]
Q00
(o]
(o]

Unified Management Console

Management Console

Application Services API Controller Containers

k8s Cluster Receiver Services

Receiver Third-party
. . Log Consumer
Sidecar Microsensor

oo . . .
gg(g) Application Container(s)

3'd Party Integrations : Imperva Saa$ Cloud PoP

API Security Controller (public or private cloud)

o0 o0
o o
o o

API Conftroller Containers

Third-party Third-party
API| Testing Gateways

Server / VM
@ APlIsec - akto @ #N Kong

MuleSoft

393 N

(o]

° apigee @
Application Network

Services Sniffer Sensor

Imperva Cloud WAF

:ﬁ Imperva CloudWAF Proxy

THALES

we can all trust
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API Discovery

POST [api/GetSum

© Baselined ID 2250143861 Host lab.spm.pl

& Tags

API Specifications Vulnerabilities and Risks

THALE

Request  REST

Type Required/Optional Data labels

Q, Search

Label Progress

All selected x ‘ ‘ Show all w ‘ ‘ Show all

' ‘ ‘ Done X

Authentication Location ‘O hun—req-header-aum‘

~ POST Request details application/json

~  Header

Content-Type: application/jsan

~ Cookies
incap ses * String Optiona
nlbi * String Optiona
visid incap * String Optiona
“~  body

Ohject Required

Lo

arg2

ing Required

Lo

ring Required

argl

we can all trust

(@ Copy as JSON

Response

Type Required/Optiona

Data labels

Q, search

Label Progress

‘ All selected *

‘ ‘Shnw all V ‘ ‘Shﬂwall

b ‘ ‘ Done X

200

HTTP Response Code
“~  Header
Content-Type:
~  body
Object Required
data MNumber

status_message

status MNumber

application/json

application/json

Required
String Required

Required

(™ Copy as JSON
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APl Data Classification

I Erdit data labkal

API Risks Identified 200
oy

HTTP Response Code

application/json

Labels for the Parameter ~ Header Risky APl Endpoints
14 Total 9 Sensitive 5 Mon-Sen Content-Type: application/json 2 Tota 2 OWASP 0 Others
“~  body
Y Filters Q search L .csv
Object Reguired
API| Endpoint ~ zipcode Call Volume (%) =
Mumber Required
POST fapi/GetUserData-... o 9K 0%
ab.spm.p String Required

city string Required [Blgug addressicity-usa

POST fapl.,!"GEtF'I’DdUCt 2K L 1%
Ab.Spm.p streetaddr String Required [ilaats address:streetaddr
POST .l’apr;."Fieﬂectlnput email String Required 2K 0%
dob MNumber Required
fapi/GetUserData o
POST Fl : gender String Required 2K 0%
ssn  String  Required govtid:ssn-usa
fapi/GetUserData-...
POST ! 2K 0%
ab. s ] state 5“”"_ :-E":"_]L..':U addressslaTE-USE
1-50f5 Rows per page 10 v cc_number MNumber Required 1
phonenum String Required
first name String Required plsry name:firstorlastname
Validate status Mumber Reguired

last name String Reqguired name:firstr:-rlasmame

status message String Required

country String Required [BERE address:country

(® Copy as JSON

THALES

we can all trust
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APl Threat Detection

API Risks Identified

Labels for the Parameter Labeled APl Endpoints OWASP APl Top 10 Risks Risky APl Endpoints

14 ... 9 Sensitive 9 Non-sensitive 3 0% 1 0% 2 Tota 2 OWASP 0 Others

System Defined Risks

Broken Object Level Authorization(BOLA) OWASP APIO1
Detected on Jan 9 2025, 09:01

Unique values per session across parameters

id [

category |

Unigue Parameter Values

B Unigue Values

ﬂ This endpaint is considerad at risk of BOLA abuse because there is a high number of sessions, in which high number of APl calls against the endpoint are showing a consistently low number of unigue values for these parameters. This H
is an indicator that the parameters are likely corresponding to an object unigue to the session. Any successful attempt for a different parameter value to obtain a different object can potentially be a BOLA abuse.

THALES

we can all trust
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API Threat Protection (new)

b ST

D Sel C i li b4 — address(4) govtid{l}) + 1 more
elg Lreate policy

D Dete

Detection type BOLA Traffic Source CWAF Websites 1 Endpoints 1

4 Setti
0 Multi Settings Endpoints
Gen .
u Saled Endpoints
Policy
Poli
1A ' ¥ Filters o searet

Polic - .
y Define your own thresholds for susceptible BOLA parameters or use the recommended threshold

You can remove endpoints from the policy by selecting them and clicking "Remove endpoints” Any

~ Exa changes to the endpoints will only take effect after clicking “Create”
(-) ] API Endpoint Website Authentication Location
®| — -
~ [ POST "rap"f .I.?{.eﬂe-:tlnput lab.spm.pl http-reg-header-auth (]
Dete
Resy Susceptible Parameter Type Threshold @ Recommendation @
Acti input body 5 = In progress
Path: http-req-body-=input
Enal 1-10f1 Rows per page 10 v 1

THALES

we can all trust
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Kluczowe wnioski

- Interfejsy APl wymagajqg solidnej strategii bezpieczenstwa.
 Sama zapora WAF to za mato.

- Sztuczna inteligencja jest Twoim sprzymierzencem (i wrogiem).
« Ataki na logike bizhesowq sg najbardziej niebezpieczne.

 Thales pomoze Ci zabezpieczyc Twoje interfejsy API.

THALES
Building a future we can all trust
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